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Startup

) —> DataBase —> Page 2

The Database program is the very core of the system. It is where the system is defined and
configured. Database manages all of the system data and provides the user with an easy but
dynamic graphical user interface. The database program not only houses the data entry
mechanism but also contains all system management utilities including Photo ID Badging.

> Workstation —> Page 81

A=

The Workstation program is the actual user interface for all communications and controller
interaction in the system. There are four interactive windows within the workstation program.
These four windows are all sizeable with scroll bars to allow customizing of the desktop for
ease of use. The four Windows are Alarm, Event, Selection, and Control.

) Comm Server is started and closed
Comm Server by the Workstation program

The Comm Server program is a 32 Bit, multi-tasking, communication application that runs as
a Process and is located on the PC that has the physical and/or virtual connection to the DSX
Controllers. The Comm Server has no user interface, it simply communicates with the DSX
Controllers, downloading new data, uploading panel history, and logging all transactions to
the hard disk. The Workstation program interrogates the Comm Server program through the
network using the Comm Servers TCP/IP address. The Comm Server Program responds to
the Workstation requests and routes all alarm, input/output control and system events to the
Workstation Program.

Press F1 for Help Help can be received by Pressing the F1 key from any Menu and
Data-Entry Screen in the DataBase program and from any location in the Workstation Program.
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Login

(v <— Double Click on the
DataBase ICON to

start the program.

The Login Screen below is displayed when the program
is started. Enter your User Name and Password. The
Default User Name is master, the default Password is
master both entered in all lower case.

DSX Access Systems, Inc.

WInDSX

logn

Lser Mame: Imagte[

OF.

DSI}{ Access Systems, Inc.

Yarning: This software is protected by copyright laws. Reproduction of this
program is prokibited.




ToolBar & Menus

File — Select File to access the following:

Change Operator Password — The operator always has access to

change their Password.

Enable Multiple Selections — For multiple card holder selections to
be used with the Activate/De-activate and Print Card Buttons.

Exit — Select Exit to leave the program.

Fi

Operator Log Off — Click
here to Log Off and Return
to the Login Screen.

Add -
Click here
to add new
record.

Copy — Click here after selecting a
data record that you wish to copy.

Delete — Click here after selecting a
data record you wish to delete.

Who Is In Report — Click here to
receive a detailed report as to who
is in the facility and where they
last used their card. Card Holders
are listed by IN reader. Each list
shows a total number IN location
wide and a subtotal of those IN at

that reader.

Egdli, H
OB x| &|w| & 7@
|

| D ataBaze Menus

> S The Who is In Report can be
= R NOTHING TO LIS} configured to run from an Input
» ‘| ocations :
Alarm. For more Information
press “F1” for Help.
Menu Window
List Window
System Date and Time
|Operator: Master <€ | 0E/02/1939 | 03:03 M i
Double Click on Locations to

expand the menu to display all
locations defined in the system.

Double Click on System to
expand the menu to display
Passwords, Reports, and Setup.

The User Name of the Operator
Logged onto the System is
displayed here.

R | DataBase



Menus Map

D ataB aze

File Edit Help

Add button

—— e s % ﬁl-l_lm

Operator Passwords

| DataBase Menus

and Configuration,
Page 6

] esegeie(

,% Pazzwiord Profile
(' Reports

o [s@] Syztern Parameters
.............. % DataBaze Path

.............. ‘@2 Coamm Parts
DataBaseand = | | = ... #}- Evert Filters
History BaCkup ..............
Utilities, Page 23 I

.............. = g

-------------- estore/Repair Data

[mp Locations

Card Holder e 1+ Main Building <
Management, > Card Holder
Page34 | | T & Access Level

.............. T"-ne EDnE

NOTHIMG TO LIST

>

Double Click on: System,

Reports, Setup, and
Locations to expand their
menus.

.............. i Device

E— =Y

~iog Input

:l‘» Qutput Group

.............. +8_ Output Linking Level

Location History
Report Generator,
Page 73

.............. Facility Code
.............. Haoliday
) ............ Higtary

.............. .] Action Meszage
-------------- [E User Defined Field

.............. f‘ﬁ Guard Taour

.............. @ MEIIIIS

.............. Ei Oweride Group
.............. E| Badge Template
.............. Badge Image Type
.............. KE_II,I

Skill Mame

Click on the Menu Item,
then click on the Add
button in the Toolbar at
the top.

Access Level — Page 53
Time Zone — Page 56

Company — Page 57
Holiday — Page 58

UDFs — Page 59
Guard Tour — Page 60

Badge Temp — Page 67
Keys / Skills — Page 72

| Operator: Master

| 0E/02/1939 | 03:53 &M




Operator Comments

Operator Comments are notes or text that can be recorded by the operator at any time. These
comments can be made and stored in history for future retrieval. The comments can be in response to
an alarm or restoral or any other incident. Predefined statements or comments can be described here
and later used by the operator. Free format comments can also be used instead of or in conjunction
with the predefined comments. Predefined Operator Comments can be used for consistent recording
of a common or recurring situation.

DataBase

Click on Operator Comment in the Double Click here to Edit an
Menu then on Add. existing Operator Comment.

DataBaze
9| Dlm|x| &= & @]
| DataB aze Menuz |I:Iperat-:|r I:Dmyént [rata 3
) System MAME '( | coMMENT
A& F O perator Comment Securib®n Site Security Guard was on
.............. =3 Operatar Pazzword Door Held Open Door Held Open by Te
.............. % Faszword Profile Fire: Crill Fire &larm Cril
Ezl ............ 9 Hepurts
Ezl ............ Setup
mp | ocations ‘| | ﬂ
| Operator: Master | 05/02/1993 | 10:02 AM i

1. Enter the Name of the Comment as it will be referred to and selected by.
2. Enter the Comment to be displayed and recorded.
3. Enter the Display Order, which determines its order in the comment pick list.

Mew Operator Comment

General I

|

Comment; I

Diizplay Order: I-I_

Previous | et Cancel ok
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Operator Password

Operator Passwords is the mechanism that secures the system from unauthorized use. The
Operator Passwords are unique to each operator providing the operators the same use of the
system regardless of which workstation they are at. Each operator has a Password Profile that
determines what privileges the operator has in the software. Each operator can have their own
Password Profile or multiple operators can share a profile. The Operator must enter their
Password when starting the system and must log off when leaving the workstation.

This method of password protection allows the manager to add the operator into the system and
assign them the appropriate password profile, and an initial password. The operator is given their
login name and password profile at which time they can change their password to one they only
know. Once this is done the manager can go back and modify the login name and profile without
viewing or changing the password.

Double Click here to Edit an Operator.
File Edit Help

7

(x| ale] & ile]

EIp,

|F'asswcnrd Da%

| Da}aﬂ aze Menus

% Pazzwiord Profile

[ra— 9 Reparts
[ra— Setup
i | ocations

Click on Operator Password in
the Menu and then on Add.

MshAE [ |

Guards
bl azter

| 06/02/1939 | 12:56 PM o

Mew Operator

Gereral |

Operator Hame: I

Pazswiord: I xxxxxxx

Confirm Passtword: I xxxxxxx

Pass\word Profile; IMaster

Motes:

1.

Enter the Operator Name.

Enter up to 8 alphanumeric characters for a
Password. The user name and password must
be entered in all upper case letters for them to
be case sensitive.

Enter the same password again in the Confirm
Password field.

Select a Password Profile from the drop down
selection box.

Enter Notes about this Operator if applicable.

[

Previous Mext LCancel | ok I




Password Profiles

Password Profiles are the describing elements of where a password is valid and what it
is valid for. By default everything is selected and there is a Checkmark next to each
item in the list below to provide full access to those items. More exact selections can be
made by deselecting the item to navigate to that particular profile selection menu.

DataBase

Click on Password Profile in the
Menu and then on Add.

Edit a Profile - Double Click on the selected Profile

DataB aze
File Edit Help

2| 0w x| &= /

| D ataBase Menus

[Passiwiard Prcy}é: 2

o System | | _NAME I
-------------- % O perator Comment Guards
-------------- =3 Operator Pazsword Mazter
-------------- FPaszword Prafile

o — g Reports

Setup

| ocations ﬂ

| Operatar: Master

|03/03/1999 [01:08 PM Y

New Password Profiles have rights to nothing by default, indicated by no checkmarks in
the column of selection boxes below. By clicking in the box you place a checkmark and
provide full rights to that selection. By clicking on the checkmark you take it away which
takes you to the selection menus and break down for that listing.

PassWord Profile: Master

General |
Click on the checkbox to the
Master left of each description to
Elick on a check baw ta [v All Locations ( VleVV. the brt?akdovyn Of, and
dlisplay a select st ¥ Al Menus restrict privileges in, each
v AlID, Device and Camera Contral
[+ &l Companies category.
v &ll Card Fields
¥ Access Level Al Devices View the following pages

[~ Resticted To Yisitors Only

for a breakdown of all 6

Motes:

categories.

Select Visitors only if this
profile should only allow the
operator to manage visitors.

Previoug

Next LCancel | OF. I
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Profiles — All Locations

include or exclude a location.

Use the Location List below to determine which locations this password
profile will be valid for. Select the Locations this Password should work at.
Select a Location and press the Space Bar or Double Right Click to

Password Profile Location Selection

General

A Click on one of the

K selections to the left to view

& List All Locations All Locations or to only
" List Selected Locations view the Locations selected
for this profile.

Click on the Select All
checkbox to automatically
select all locations.

Click on the Clear All
Selections button to
deselect all locations.

~3 [ Select 4l

Clear &l Selections |

Select a Lozation and press SpaceBar ar
Double Click to IncludeEx=clude a Location.

LCancel | ok I




Profiles — All Menus

All Menus is where menu items and functions, for which this Password
Profile will be valid, are selected. Items selected here are accessible to a
password with this profile. This answers the question of what functions this
Password is allowed to perform. Select the items from the list corresponding
to what this profile should be valid for and have access to.

DataBase

Click on one of these to

Password Profile Menu Selection Se]ect All or Clear All
General | Selections.
@ File a] T
@Ed“ | ™ Walid Far All Menus &

; 4d
- Edit

@ Syztem

Ope
Ope
y Pazaward Prafile

menus.

rator Comme

Double Click on: File, Edit
and System to expand their

Clear All Selections |

rator Password

mp Access Level Report

m Time Zone Report

mp Device Report

mp Output Repart

J ™ Wiew

[~ Add
™ Edit
[ Delete

m§ Input Report

mp Dutput Group Repor

Select a Menu Item then Click on View, Add, Edit, and/or
Delete to provide the respective privileges for the menu
selection.

Double Right Click on the Menu Item to provide full rights.

Double Click on Reports to
expand the menu to display all
of the system reports available.
Select all reports this profile

should have access to.
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Profiles — All Menus

Password Profile Menu Selection

General |

Syztem
Locahons

@ 1: Maln Buddmg

Double Click to expand the
Locations Menu. Select
the appropriate Locations
followed by Workstation,
DataBase, and Cardholder
Menus and set the level of
access for each item.

# Al TZ Input

§ &l Bypass

¥ Full Download

$ Connect

$i Dizconnect

¥ Collect Events

¥ Antipazshack Forgive
$ Dperator Comment

¥ Start Guard Tour

$ Pause a Guard Tour
¥ ReStart a Guard Tour

[~ %alid For Al Menus

Clear &)l Selections |

™ Wiew
[~ Add
™ Edi
[ Delete

LCancel | ok I

Password Profile Menu Selection

General |

File

Edit

Syztem

Locations
B

@ 1 : Main Building

. Wiork Station
[ T— Data Baze

C :n:I.H- lder

§ Phone Humbers

$ Keps

§ Print Badge

§ Image Capture

§i Set Card Status For Compaty

Cards

[~ %alid For Al Menus

Clear &)l Selections |

10

Accezs Level
Time Zone
Device
Output

It ;I

™ View Select the Menu Items and

I add assign the View, Add, Edit,

P and/or Delete privileges by

F Dekts checking the appropriate
box to the right and then
Click OK at the bottom.
Double Right Click on the
Menu Item to provide full
rights.

LCancel | | ok I




I/0, Device, & Camera Control

Input, Output, and Device (card readers and/or keypads) Overrides and
Camera Control are assigned to a profile here. Select the devices, inputs,
outputs, and cameras an operator with this profile will be allowed to
manipulate and have manual control over. Select the point then select one or
all of the override commands in the lower right corner. These overrides also

apply to Scheduled Overrides.

DataBase

Double Click on the Location to expand the menu and display all devices.

Double Click on each Device to expand the menu to display all of the inputs
and outputs associated with that device.

Double Click on Cameras to expand the menu to display all of the cameras.

Password Profile Device & I/0 Override Selection: Master

General |

= 1 : Main Building

- Devices

)I EI* 00: Front Door

E|* Inputs
i o T2 Front Door Contact

S Dutputs
i i 1: Front Door Lock
mp 2 Alarm Trigger

E% 1: Back Doar

mp Back Entrance
@ Frant Entry Carnera

Click on one of these to
Select All or Clear All
Selections.

[~ Walid For &l K

Clear &1l Selections I

[ Securedtum/DisablesLive
[~ Open/Bypass/Fecorded
™ Time Zone

™ GrantAccess

/

Cancel | ok I

/

Devices — Disable / Time Zone
Inputs — Arm / Bypass / Time Zone

Cameras — Live / Recorded

Select the Device, Input, Output and/or Camera above and then
click on the Override(s) appropriate for the point and the profile.

Outputs — Secure / Open / Time Zone / Grant Access

11
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All Companies

Companies are the different organizations, businesses, departments, or other
groups of card holders. By Selecting a Company here, the operator with this
profile will only have access to the card holder data for that company as well
as the history that pertains to that company.

Double click on the Location or Location Group below to expand the
menu to display all of the Companies defined for the location or locations.

12

Click on one of these to
Select All or Clear All
Selections.

M ain Building

Paszsword Profile Company Selection

General

[0S Access Spgtems Inc. I aiid For Al /

Clear &Il Selections |

™ Show Card Holders

/ | [
/

Select the company you wish to give this operator access to and
then click here on Show Card Holders. This gives the operator
access to all company data such as the card holders assigned to the
company and their associated history.




All Card Fields

Select the Card Data Fields you wish an operator with this password profile
to be able to view and/or edit in the DataBase program under Card Holder /
Cards.

Double click on the Location or Location Group and then click on Cards
to expand the menu to display the list of card data fields.

Click on one of these to

Clear &/l Selections

Password Profile Field Selection Select All or Clear All
General | Selections.
; ‘b ain Building
= I [
- . . [~ “alid Far Al (

§ Start Date:

$ Stop Date:

- # of Uzes Allowed: I View Data

ol Motes: [~ EditData

/ LCancel | ok I

Select the Card Fields from the list above then click on View Data and/or
Edit Data to determine which of these fields a user with this password
profile will be allowed to view and edit.

_| | DataBase
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Access Level All Devices

Select the Devices (Card Reader/Keypad Locations) the operator with this
profile will be able to view and assign when creating and issuing access
levels to Card Holders.

Double click on the Location or Location Group to expand the menu
and view the list of all Card Readers/Keypads in the system.

Click on one of these to
Select All or Clear All
Selections.

Password Profile Access Level Device Selection

General

[~ alid For Al

Clear All Selechions |

A

) ™ Digplay In &ccess Level

Select a Device then click on Display in Access Level for that device to
be displayed in the list of devices to choose from when an Operator with
this Profile is creating an Access Level.

Eancell | ] I




Reports

Reports is the location that all system programming can be selected,
viewed and printed. Card Holders can be searched, sorted, viewed and
printed. All reports except Keys, Who is In, History, and Time &
Attendance are exclusively run from this menu.

2. Select the Report desired
then click on the Add
Button.

[}ataB aze

Fileng E dit

Help

3

0G| %] &|w| & &]F]

| [rataB aze Menuz

1. Double Clicking on
reports expands the
Reports selection menu.

The Card Holder Report
can be accessed by clicking
on Card Holder Report in
the menu and then clicking
on the Add Button. Page 17

Press F1 for Help

anywhere in the DataBase
and Workstation programs.

| System
@ Operator Comment
=3 Operator Pazsword

Pazzwiord Profile

.............. E Laocations Report
-------------- 'ﬂ‘ Card Holder Repart

]‘ Access Level FRepart

Time £one Report

.............. i Device Report

.............. K= Output Report

—d |nput Repart

"l; COutput Group Report

ﬁ Output Linking Level Repart
.............. t:ﬁ Compary Feport

-------------- g Facility Code Fepart

- Qg Holiday Repaort

-------------- .] Action Meszage Repart

.............. @ IJOF Repart

-------------- =3 Guard Tour Report

-------------- R‘t Qverride Group Repart
Operator Comrment B eport

¢ Feys Report

-------------- @ Panel Detail Repart

.............. ﬂ “Whia |z I Repart

-------------- EI DrataBaze Higtary

WOTHIMG TOLIST

[ [ ocations
K0 i
| Operataor: Master [11/16/99 | 225 PM o

| | DataBase
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Reports / Example

Location Reports include all location information such as which
features are enabled, address information and phone numbers.

Use this example for all reports except Card Holder.

Location Data Report

General I

=i} - Main Building

1

Select the Location desired in the
report if there is more than one
Location.

Select List All Locations to show
all locations in the database.

Fieport will be printed for Location:

1 : Main Building

[ List &ll Locations

Select Printer:
[HP Laserlet 4hd =]

Mumber OF Copies:

v Print Presiew

ava

LCancel |\ Print I

N\

Select Printer if different than the
Windows Default Printer.

Click here to incorporate custom
Notes in the report if desired.

N\

Set the Number of Copies required
for the printing of this Report.

16

Click here to Print Preview the report on
screen prior to printing. The Report can be
exported to file from the Pre-View Screen as
well as printed to the selected printer.




Reports / Card Holder

The Card Holder Report can include all card holder information as well as all code / card data. Use
this screen to select the Card Data to be included in the Report and whether or not it should be in the
condensed or full format. Each Tab represents different reports available such as List by Reader
Access or List by Access Level. These Tabs represent separate reports and do not interact.

DataBase

Holders that have access to

3. After selecting a Location, Click
here for a report which contains Card

Reader/Keypad that are listed here.

or

a specific

Card Holder Report

List Card Holders | List By Beader fccess | List By Lewvel f andom Code List | Management Feports

3. After selecting a Location, Click
here for a report which contains Card
Holders that have a particular Access
Level or Linking Level listed here.

: Main Office

. South Branch
Eazt Annex
 Azzembly Plant
s Warehouze

[2, IR R

W Include All Card Holders

I Separate Report For Each Compary
W Print Card Data

I Print Phone # Data
™ Print UDF Data 4. Answer the column of
[~ Prirt Notes questions to the left using
£ Sort List By Mame

£~ Sort List By Card #

£ Sart List By Imprinted C
£ Soit List By UDF I

the following page.

2. Select the Location that Include Where PassBack Status | | D- Before using the
this Card Holder Report Zone 1: [Either =] | Print Roster Option,
should be pulled from. S be sure the correct
aneg £ i -
[Either [ Template has been
DocuTech 135 P52 v 1.04 Zone 3: [Fither =] defined. See page 70.
Copies:
[+ Condenzed Format Zane 4: [
I-I ¥ Frirt Preview one IElthEr ;I
" |
. i .
Print Raster | LCancel | Print

1. The Full Format contains all Card Holder data and prints approximately 5 Card
Holders per page. The Condensed Format prints the most common data and can print
approximately 53 Card Holders per page. The condensed format consists of Code,
Imprinted Card Number, Access Level, Output Linking Level, and Company.

For additional report

information access the Help

Screen by pressing F1.

17
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Reports / Card Holder

5. Include All Card Holders and the subsequent configuration questions and optionally
including the state in any or all of the 4 Anti-Passback Zones, then click on Print.

Card Holder Report

List Card Holders | List By Fieader Accass I List By Levell Fandom Code List I tanagement Feports I

% 1: Main Office
2 South Branch
Bl 3 East Arines
Bl 4 Assembly Plant

Bl 5 ‘wareho )

¥ Include &l Card Halders

[~ Separate Repart For Each Company
[+ Frint Card Data
I~ PFrint Phone #
I~ PFrint UDF Data
I~ Print Motes

& Sort List By Name
= Sot List By Card #
= Sort List By Imprinted Cyrd #

) Sort List%LlDF

Include Wherg PassBack Stat\s |5

Click here, remove the
checkmark and jump to the
Card Holder Search Engine to
select the card holders to be in
the report. See next page.

Select Printer:
DocuTech 138

Copies:

I
[ i

1 P52 w2104

Condensed Format
Print Preview

Zone 1: IEither v
Zone 2 IEither 3{

Zone 3 IEither

Zohe 4 |Either j

Fritit Fipster

[yl
|m
=

Select any or all of the additional data

to be included in the report.
» Print Phone Number

» Print User Defined Data
» Print Notes

> Print Keys

Separate Report for each
Company - The Card Holder
Report can be sorted by
Company or printed without
regard to the company
identifier. For a report that is
sorted by company select this
option. If selected, Card Holders
will be listed by name or code
but separated by company.
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» List by Name
» List by Card Number

> List by UDF

Sort the Card Holder Report in one of
the three ways listed by clicking on
one of the three radial buttons.

» List by Imprinted Card Number

Print Card Data - When selected this
option includes Card data such as name,
code, access levels, number of uses,
activate and de-activate dates, visitor and
trace options. Click on this field one time
to select or deselect this option. A check
mark indicates the report will include the
data. Data included also depends on the
condensed format selection.

6. Click on OK and proceed
to page 22.

Include Where Passback Status is:
Select one or all of the four anti-passback
zones and set the status selection to In /
Out or Either.

This will further set the search criteria to
only find those card holders who currently
hold “In”, “Out”, or “Either” status in one
or all of the four zones.




Select Names List Criteria

The Search Names Tab shown below allows for card holders to be searched and
reported based on their First and/or Last Name, Company, Visitor and Trace status.

The Search UDF Tab allows for Card Holders to be searched by the custom User
Defined Field information.

The Search Cards Tab allows for the Card Holders to be Searched by any of the Card
data such as the encoded card number, the imprinted card number, the number of days
since the card had been used or pending start and stop dates.

The Search SKkills Tab allows for the Card Holders to be Searched by any of the Skills
or Trades assigned to the Card Holders.

How to Use Card Holder Search

Any or all of the data fields on any of the Search Tabs can be used to search for Card
Holders. Enter complete or partial search criteria in any or all of the data fields on each
Search Tab and click on OK. The selections form an AND statement and can be used to
form very precise Card Holder Lists. The Card Holder must meet all of the criteria
entered in all search fields on all 3 Tabs in order to be shown in the Card Holder List
shown.

Select Hame List Criteria

Search Mames | Search UDFs | Search Cards | Search Skils |

Include Where First Hame Like: Include wWhere Compary is:

Include Where Lazt Mame Like: D3 Aecess Systems Inc.

Inelude Where Wisitor is:

DataBase

~ Tne Search Include Where Company is:

€ False Select one or more Companies from the list. To select more

9w than 1 company press and hold the Ctrl-Key while clicking on
Include Where Trace i each one desired. The selection “Any Company” instructs the

- system that the company identifier is ignored and the search

True . . s
i will be based on name without regard to the card holder’s
& Ether company assignment.

Cancel | OF. I

1

Enter the specifying criteria for
the search on any or all-4 Search
Tabs and click on OK.
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Select UDFs List Criteria

The Search UDF Tab allows for Card Holders to be
searched by the custom User Defined Field information.

Select Hame List Critei» !

Search Mames  Search UDFs | Search Cards I Search Skillz I

#| UDF Mame LIDF Text -
1| Mail Stop #

2| Office Phone #
3| Office #

4| ehicle #2 Tag
1]

b

Farking Lease #
Wehicle #1 Tag

Any or all of the data fields on any of the Search Tabs can be used to search
for Card Holders. Enter complete or partial search criteria in any or all of the
data fields on each Search Tab and click on OK. The selections form an
AND statement and can be used to form very precise Card Holder Lists. The
Card Holder must meet all of the criteria entered in all search fields on all 3
Tabs in order to be shown in the Card Holder List shown.

LCancel |

Enter the specifying
criteria for the search
on any or all-4 Search
Tabs and click on
OK.




Select Card # List Criteria

The Search Cards Tab allows for the Card Holders to be Searched by any of the Card data
such as the encoded card number, the imprinted card number, the number of days since the
card had been used, or a pending start and stop date.

Select Mame List Criteria

Search Mames | Search UDF: Search Cards I Search Skills I

DataBase

Enter the internal working or
Encoded Number of the card.

Ihclude *Where Card #: I

Enter the Imprinted Card Number

Include where Imprinted Card # Like: ; k

that is found printed on the card.

Inchude Where Card Mot Used [n % Days: !I:I

Include “Where Start Date |5 Betweer:

11/258/2002

Include “Where Stop Date | Beteen: |11K2EU2DEI2 vl

I 11/28/2002 = |
I 11/28/2002 = |

Include YWhere Status is:

" Active
= Inactiv
{« Either

Include YWhere Guard Tour is:

Include where Start and Stop
Date is Between. Use the drop
down calendar selection box to
set a range of dates to find
cardholders that have a Start
and/or Stop date within that
range. This search can be useful
to find Card Holders whose cards
have been set to turn on or off on
a certain date.

would not have been used since.

Specify the Number of days the card

\ Lancel | (1] |

\

Specify if the code(s) to be
searched for must have the
Guard Tour feature enabled -
True, False, or Either.

Include where status is:

Set the status of the Card Holder you
wish to include in the Search. Click on
Active, Inactive, or Either to set the
search status appropriately. Active are
those cards that are operational in the
system. Inactive is those cards that have
been turned off and no longer functional.
Select Either if the active status should
have no bearing on the search.

Once the Card Holder search is complete click on OK and you are returned
to the location in the software that you requested the Card Holder Search from.
This could be Card Holder Reports, History, DataBase/Card Holder.
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Reports / Card Holder
Print PreView & Export

Specify Custom Report Title |

Enter Report Title:

_ Cancel | 7. Enter a Title for the

Card Holder Report and
click on OK.

<

< Card Holder Report The Print Pre-View
Hl 4 | 101 b | Hl - | %|@| m screen appears gr}d
provides the ability to
change the print size for
larger and smaller
—_— viewing.

g mant L s Lanbmg Ly Lo forma

E— S 8. The Report can be
R ' exported to a File by
clicking on the Envelope
ICON and selecting the
file format of choice.

Use the RTF format to
best maintain the page
formatting.

or

8. The Report is printed
by clicking on the
Printer ICON that in turn
sends the report to the

* default or selected
Windows Printer.




System / Setup
Backup DataBase

This is where the DataBase Backup Utility is located. The database can be backed
up to any drive and or directory in a compressed or non-compressed format.
Automatic Backups are configured under System Parameters at the Comm Server
only. Location selectable, this backup allows one or multiple location’s database to
be backed up. If only one Location is selected then only that location’s data will be
backed up. This backup could then be used to separate a single location from a
larger system. Backups include Scheduled Overrides for Inputs, Outputs, and
Override Groups.

D ataB aze

File Edit Help
2| DEs|%| &= m 7|7
|DataB b enuz |Eau:kL|p DataBaze 1

[ Syzte RUM BEPORT
.............. Double Click Here To Configure Backup

<] | ]

| Operatar: b aster \ /I | 1142241939 | 205 P o

1. Select Backup DataBase and click on either the Add button or on the
“Double Click Here to Configure Backup” message.

Restoring and Repairing a DataBase should only be performed by the
System Administrator. Use caution in performing these tasks.




asegere(q

System / Setup
Backup DataBase

BackUp DataBaze

General I

1 : Main Building

2. All Locations are automatically
selected to be Backed-Up. De-select the
Locations that are not to be Backed-Up
by using the space bar or double right

Right double click to zelect/de-zelect
lozations to be included in this backup.

[™ Backup Image Files
[ Span Multiple Disk

Enter Pazzword To Encropt Backup:

click.
If there are multiple locations and it is
desired to only backup one of them, click

3. Select Backup Image Files if the system is
utilizing Photo ID Badging and it is desired to

on the De-Select All button below then backup the Card Holder Images.

select the location to backup.
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4. Select Span Multiple Disk if the Backup is
larger than what a standard 3.5” 1.44M disk can
hold.

[De-Select Al |

LCancel | | ok I

5. Enter a Password to Encrypt the Backup if
desired. Use up to 9 alphanumeric characters.

6. Click OK to proceed.

Save As

Save jn: I g Ma-doz B[]

| =

7. Save the backup to any drive available to
Windows™. The Comm Server PC is the only
one that can perform an automatic backup.

L | [= g m)pin)

1]

[ddac
[(dDos
[dDsx 3 by Documents
[ Heretic [(dNe
3 lomega 3 Program Files
@ lomg MT 3 pzEp
| i

File name: Im Save I

Save az type: I"_Zip

j Cancel |

[T Open az read-only




System / Setup
Backup History

This is the location of the History Backup Utility. The History database can be backed up
to any drive and or directory in a compressed or non-compressed format. Automatic
Backups are configured under “Setup” “System Parameters” and can be executed by the
Comm Server only. History can be archived and saved in a different location or resource on
regular intervals and the archived or backed up history can be deleted from the current
History database. When running a History Report the name and location of the history
database can be specified as one of the archived history files.

***See important note on page 27.%**

File Edit Help
2| Dls|x] =] 4
| [ataBaze Menus IB ackllp History 1
[ System UM REPORT
-------------- @ Operator Comment Double Click Here Ta Configure Backup

-------------- w3 Operator Paszword

-------------- % Pazsword Praofile

[a— 9 Reports

o — Setup

-------------- [ Spstermn Parameters
.............. % DataBaze Paths
.............. QJ Cormm Ports
T Iage Source
BackUp DataBasze
E ar kup Hiztary
ENxore/Fepair Data
|# Locations J | LI

| Operatar: b aster / | 03/08/1999 | g2 P L

1. Select Backup History and click on either the Add button or on the
“Double Click Here to Configure Backup” message.
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System / Setup
Backup History

BackUp Hiztory

General |

2. All Locations are automatically selected to
be Backed-Up. De-select the Locations that are
not to be Backed-Up.

26

Right dauble clizk to select/de-zelect
|ozations bo be included in thiz backup.

3. Select Span Multiple Disk is for 3.5 disks

what a standard 1.44M disk can hold.

only and is used only if the Backup is larger than

4. Select Compress the Backup Files to shrink
the history file in size using a compression
utility. (recommended)

f

™ Span Multipls Disk

¥ Compress The Backup File

[ Delete Records After Backup

[ Delete Records Withaut Back Up

Start [ ate:
|1 240941999 [§|;|

op Date:
/0941999 =k

lick Ta Find E arliest Date In Log File:

fE nker IAword Ta Encrpt Backup:

5. Select Delete Records After Backup to
remove the archived records from the current
history file. **See important note next page.**

|

A

6. Select Delete Records without Back UP
allows history to be selected and purged without
being archived first.

7. Set the Start Date for the beginning of the
History purge or archive.

Set the Stop Date for the end of the History
purge or archive.

Lancel | oK I

9. Once the entire Archive and
Purge configuration has been
set, click on OK.

7A. Click here to have the
system return the Earliest
Date in the History File that
you can optionally enter in the
Start Date field.

8. Enter a Password to
Encrypt the Backup if
desired. Use up to 9
alphanumeric characters.




System / Setup
Backup History

Save As
Save in: I a2 Ms-dos B(C] j ﬁl E T
1 [dBats [ Daxtoals 3 K.pomz
|1 Acrobat3 [ Dbase [ Exchange [ kapl ata
3 Farpluzwm [ Mouse
10. Save the backup to any drive available to (L fiw (1 Mim
Windows™., The Comm Server PC is the only Cfp (L My Docurr
one that can perform an automatic backup. ([ 1omega (I Nedree
1 T ﬂ
File hiame: C:hwinDSx\D Sk B ackup' HistB ak. zi Save I
Save as type: I*,Eip j Cancel |
[~ Open az read-only

DataBase

To Use an Archived History File

General | Report Detailsl Schedule Automatic Heportl When cr'eating a HiStOI'y RGPOIT you may specify
which history file to use. This way when
historical data is archived it can still be easily

Lazalion iU [r1in Butcing accessed for repprtlng. Click on this name to
|| open a search window to find an alternate file.
Histary File to se: Ie:'\windSHRLog.mdb
Histom File Pagzword: I
M akes: ;I

Previous Hemt Cancel | ok I Build Report

**% IMPORTANT ! **%*
The log.mdb file contains ALL history generated on the system except for Database
Changes. This includes Access Grants, Denieds, Alarms, Restorals, etc. Therefore,
the log.mdb file can become quite large and possibly too large to be managed. It is
highly recommended that the backup and delete routine be done on at least a
monthly basis.
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System / Setup
Restore/Repair Data

File Edit Help

2| Dfs[x] &w| = @]

| [ ataBaze Menus

|F|estu:ure [rata From Backup 1

| S pstem -
-------------- % O perator Comment

ceeeimd [ perator Pazsword

-------------- % Paszword Prafile

[ — @ Reparts

-------------- [&] System Parameters

% [ataBaze Path
.............. Qz Cormm Poarts
.............. %: Ewent Filters

Double Clic

BackUp DataBaze
: = Backup Histary
-------------- Reztore/Repair Data

I* Locations
ey — E 1: Main Building
.............. |ﬂ1 Card Hofder ;I E I

RUM REFORT

Here To Configure D

ata Bestore

| 0341342000

[6:27 AM

| Dperatar: Master /

Configure Data Restore/Repair”.

1. Select Restore/Repair Data then choose “Double Click Here to

)3 Repair / Restore DataBase

General I

Click Here To Repair Existing D ata Base

!IEIE

Click Here To Restore Data From & Backup

¥

2. Next, choose
“Click Here to
Restore Data
From a
Backup”.




System / Setup
Restore/Repair Data

Restore Data From Backup

General I

WARMIMNG Il Restaring data from a Backup will
campletely eraze all existing data and replace it with
the data contained in the backup.

3. Next, choose
which data from
Canfigure Data Restoral Options: the backup is to be

¥ Restore Data Bage Files .
¥ Restore System Setup Files restored usimg the

¥ Festore Map Filss check boxes.
[+ Restare Image Files Definitions below

¥ Restare lcon Files .
for those items.
Enter Pazsword If Backup ‘Was Encrypted:

Cancel |

Restore Database Files — Select this to restore the Database Files. De-select this to
exclude it from the Restoration. This includes all location and card holder information.

Restore System Setup Files — Select this to restore the Setup Files. This includes system
parameters, and comm ports. De-select this to exclude this information from the Data
Restoration.

Restore Map Files — Select this to restore the Graphic Alarm Maps. De-select this to
exclude the Graphic Alarm Maps from the Data Restoration.

Restore Image Files — Select this to restore the Card Holder Image Files. De-select this
to exclude Image Files from the Data Restoration.

Restore Icon Files — Select this to restore the System Icons. De-select this to exclude
Icon Files from the Data Restoration.

DataBase
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System / Setup
Restore/Repair Data

4. Next choose the location of the backup file.

Select Backup To Restore From HE

Laok in: |ﬁTemplate =l ﬁl
]

File name: IM_I,I Backup.zip Open

Filez of bype: I”.Eip j Cancel |

[~ Open as read-only

Restore Data From Backup |

Are ou Abzolutely Sure That vou want To
@ Replace All Exizting Data ‘with Data From Restore Data From Backup |
0 %wfindsx=106MT emplatebdy Backup. zip
All ather PCs must exit the program
Press 0K to procesd, Cancel to quit. & before thiz process can continue.

Prezz OF. to proceed, Cancel to quit.

R
ok [
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5. Click OK at the ARE YOU SURE prompt, and be sure no other
Workstations are running the program. This must include the Comm Server
program on the PC being restored to.




Event Filter

Event Filters can be defined to prevent unwanted activity from being displayed at this workstation.
Each Filter can determine which Locations, readers, inputs, and outputs will generate events that are
visible at this workstation. Event Filters are defined locally for each workstation that is to employ
them. When no filters are defined, all events from all locations are displayed at that Workstation.

Multiple Event Filters can be defined for each Workstation with each one controlled by a time zone.

This allows a Workstation on the LAN to view card read events and/or alarm activity, from one area
during one part of the day, from an additional area during another specified time of day, and possibly
from all areas during yet another period of time.

When using multiple Event Filters at a Workstation it is important to consider that each filter is in
parallel with the next. If it is desired to block a particular event then each filter must block that event
or it will be visible in the Workstation program.

DataBasze
File Edit Help

3| @[] &|»| 8| 7|7
|DataBase Menus\ |Event Filterz 1

| Spstem 2| MakE I
-------------- % Operator Comment u
-------------- w3 Operator Paszword
I %3 :assl.-\;:ljrd Profile 1. Choose System, Setup, Event Filter. Then
+ eports i
e o b click on the Add New Icon.
-------------- [=] Spstem Parameters
.............. % DiataBaze Path
.............. Comm Ports
. Ewvent Filters
.............. Image Source
.............. EagkUp DataBaze
o3 Backup Histary
-------------- AB Restare/Fepair Data
[ Locations
= [ 1 Main Building hd
perator: Master :
q b 0341322000 748 Ak o
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Event Filter

New Event Filter |

General | Fiter Lt | | 5 Enter the Name that best describes the filter being defined or Workstation the
filter is to be used at. Enter up to 30 characters for the Filter Name.

M ame: |Work$tati0n 2 Filker

Tine Zone :

Alarmn Delay Filker: [~

Alarrn Delay Tinne: ID [In Minutes)
Motes: I d

3. Select the Time Zone that defines when the Event Filter is to start passing non-filtered events.
Filtered events (those that have the red circle and slash) are never displayed. Non-filtered events
(those that do not have the red circle and slash) are displayed according to the time zone assigned.
With a 24 hour time zone non-filtered events will be displayed all of the time. The Start Time of the
Time Zone is when the non-filtered events begin to display and the Stop Time is when they are no
longer displayed. When the time zone is inactive all non-filtered events quit being displayed.

For example if there were three Locations within the system and Location 1 events are to be
displayed all of the time at this workstation, Location 2 events are to be displayed from 12:00 PM
to 8:00 AM, and Location 3 events are to be displayed from 6:00 PM to 8:00 AM three filters
would be defined.

The first Event Filter would be defined so that Location 2 and 3 would be filtered (red circle/slash)
and Location 1 would be non-filtered (no red circle/slash) with a 24 hour time zone assigned.

The second Event Filter would be defined so that Location 1 and 3 would be filtered (red
circle/slash) and Location 2 would be non-filtered (no red circle/slash) with a 12:00 PM Start to
8:00 AM Stop time zone assigned.

The third Event Filter would be defined so that Location 1 and 2 would be filtered (red circle/slash)
and Location 3 would be non-filtered (no red circle/slash) with a 6:00 PM Start to 8:00 AM Stop
time zone assigned.

4. Alarm Delay Filter determines if this filter will be used to delay alarm events from displaying at
this workstation unless the alarms are not acknowledged at a different workstation within the Alarm
Delay Time which is defined next. The alarm delay filter option applies to alarms that are not
filtered (no red circle/slash). Filtered alarms (red circle/slash) are never displayed.

5. Alarm Delay Time defines in minutes the amount of time that non-filtered input alarms should
go unacknowledged at a different workstation before displaying on this workstation.
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Event Filter

6. By default all events from all locations are restricted when defining a new Event Filter.
Double left click on Location to expand the menu displaying all Devices in that location.
Double left click on a Device to display Inputs and Outputs for that Device. Double left
click again on Inputs and Outputs to display the list of Inputs and/or Outputs defined for that
device.

Select (click on) the item and then double right click or press the space bar to enable
the filter — red circle with a slash, or disable the filter — no red circle with a slash.

Mew Event Filter

General  Filter List |

ain Building =
Clear 41l Fiters I i [ Post Do
[ i |puats
Filter &l Events | 537 FrontDoor
E* Outputs
Right Double Click or press Space Bar to e E> 1 Front Door
B 1: Back Daoar

add or delete items from the filker list.
- |nputs

= i Outputs
7. Use Clear all Filters to — ;tb 1 Back Door
remove any and all filters H?”';’“ lﬁatet
that are applied to all T pu;, 2 Frant Gate
Locations, Devices, Inputs, B b Outputs
and Outputs listed in this Sl e ae
window. No red circle with T i 9 7 Rear Gate |
slash. Use Filter all Events = i Outputs
Click here to apply a filter to i I ReaGae [

all Locations, Devices,
Inputs, and Outputs listed in Brevious Het Lancel | oK I
this window so that none of
their events will be displayed
at this workstation. Red
circle with slash.

DataBase

8. Double left click on Location to expand the menu displaying all Devices in that location.
Double left click on a Device to display Inputs and Outputs and then again on Inputs and
Outputs to display the list of Inputs and/or Outputs defined for that device.

Select the item and then double right click or press the space bar to enable the filter — red
circle with slash, or disable the filter — no red circle and slash.

Filter Location to stop all Location events such as Location Communication Loss.
Filter Devices to stop all card read events from that particular device or reader.
Filter Inputs and Outputs to stop all messages including alarms from those points.
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Card Holder

DataBase Location Menu

With the location menu expanded select Card Holder. The Search, Add, and
Show Card Holders selection box appears.

D ataB aze I

Click on Card Holder in the menu to access the Card

File Edit Help

%I O|Es| x| &|w| ﬂl |4 Holder Selection Box.

| DataBase Menus |Lac3
mp System NAME _— | Lo,
iy Locations w::ling 1

[ — ﬂ
.............. Card Haolder /

.............. ‘ Aocess Level

.............. Time Zaone

.............. = Device

.............. E=: Output

iod Input

:lg COutput Group

.............. ﬁ Output Linking Lewvel
.............. f:’i Campary

.............. Facility Code
.............. Haoliday
.............. Higtary

.............. .] Action Meszage
-------------- [E User Defined Field
.............. f‘ﬁ Guard Tour

Add. Search Or Show All Card Holders |

Search For Card Holders

&dd Card Holder

|

Show &ll Card Holders

Ligt By Card Mumber

I Set Oard Statuz For Company

Card Holders in that Location sorted

.............. - Camefa .
i fEJ] 2 - Madem Zie J | alphabetically. Jump to page 38.
| Operatar: b aster ¢ | 1241041939 ’ | 224 .-i‘-.h‘-1" ,pjl

Click on Search for Card Holders to
evoke the Card Holder Search Engine.
Jump to page 35.
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Click on Show All Cardholders to list all

Click on List by Card Number to list all
Card Holders by the Card Number.

Click on Add Card Holders to jump
directly to the Card Holder data entry
screen. Jump to page 39.

Click on Set Card Status for Company
allows all Card Holders assigned to a
company to be activated, de-activated and a
new De-activate date set. Jump to page 52.




Card Holder - Search Names

The Search Names Tab shown below allows for card holders to be searched and reported
based on their First and/or Last Name, Company, Visitor and Trace status.

Sel=:t Hame List Criteria

Search Names | Search UDFs | Search Cards | Search Skils

Include “Where First Mame Like:

Include Where Lazt Mame Like:

Inchude Where Visitor is:

Inciude Where Company is:

D5 Aocess Spetems Ine.

DataBase

= True
" Falze
* Either

Include Where Trace is:

Search Include Where Company is:

Select one or more Companies from the list. To select more
than 1 company press and hold the Ctrl-Key while clicking
on each one desired. The selection “Any Company”
instructs the system that the company identifier is ignored

L e and the search will be based on name without regard to the
= Either card holders company assignment.
' |

[~ List By Card # Cancel oK
Click here to sort the results of the Enter the specifying
Card Holder search by Card criteria for the
number instead of by Name. search on any or all-

4 Search Tabs and

click on OK.

How to Use the Card Holder Search

Any or all of the data fields on any of the Search Tabs can be used to search for Card
Holders. Enter complete or partial search criteria in any or all of the data fields on each
Search Tab and click on OK. The selections form an AND statement and can be used to
form very precise Card Holder Lists. The Card Holder must meet all of the criteria entered
in all search fields on all 4 Tabs in order to be shown in the Card Holder List shown.
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Card Holder - Search UDFs

The Search UDF Tab allows for Card Holders to be
searched by the custom User Defined Field information.

Select Mame List Criteria

Search Mames  Search UDFs | Search Cards I Search Skills I

#

UDF Marne LDF Text

b ail Stop #

Dffice Phone $#

Dffice #

Parking Leasze #

1
2
3
4
i}
5}

Wehicle #1 Tag

Wehicle #2 Tag

Enter complete or partial search criteria in any or all of the data fields on
each Search Tab and click on OK. Any or all of the data fields on any of the
Search Tabs below can be used to search for Card Holders. The selections
form an AND statement and can be used to form very precise Card Holder
Lists. The Card Holder must meet all of the criteria entered in all search

fields on all 4 Tabs in order to be in the list.
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[~ ListBy Card #t

Cancel

1

1

Click here to sort the results of the
Card Holder search by Card
number instead of by Name.

Enter the specifying
criteria for the
search on any or all-
4 Search Tabs and
click on OK.




Card Holder - Search Cards

The Search Cards Tab allows for the Card Holders to be Searched by any of the Card data
such as the encoded card number, the imprinted card number, the number of days since the
card had been used, or a pending start and stop date.

Select Mame List Criteria

Search Namesl Search UDFs Search Cards | Search Skills I

DataBase

Enter the internal working or
Encoded Number of the card.

Include ‘Where Card #: I

Enter the Imprinted Card Number

Include Where Imprinted Card # Like: ; k

that is found printed on the card.

Inchude where Card Mot Uszed In % Daps: !D

Include “Where Start D ate |z Between:

11/28/2002

I 11/258/2002 2 I

Ihclude “where Stop Date |5 Beteen: I11!28:'2EIEI2

=l

|11/280202 =]

Include *Where Status is:

i~ Active
= Inactiv
{« Either

i Tue
" Falze
" Either

would not have been used since.

Specify the Number of days the card

Inzlude “Wwhere Guard Tour is
Include where Start and Stop A
Date is Between. Use the drop
down calendar selection box to

\ LCancel | ok I

set a range of dates to find
cardholders that have a Start
and/or Stop date within that
range. This search can be useful
to find Card Holders whose cards
have been set to turn on or off on
a certain date.

\

Specify if the code(s) to be
searched for must have the
Guard Tour feature enabled -
True, False, or Either.

Include where status is:

Set the status of the Card Holder you
wish to include in the Search. Click on
Active, Inactive, or Either to set the
search status appropriately. Active are
those cards that are operational in the
system. Inactive is those cards that have
been turned off and no longer functional.
Select Either if the active status should
have no bearing on the search.

Once the Card Holder search is complete click on OK and you are returned
to the location in the software that you requested the Card Holder Search from.
This could be Card Holder Reports, History, DataBase/Card Holder.
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Card Holder — View List

Add

Copy Delete

Print

Capture
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DataB aze

ﬁl

0| & %] S|

Image

Who is

In Report

| DataBase Menus

[Card Holder Data 3

i Sustem

iy Locations
[ —

Bl 1: Main Building
"1 Card Holder
----- - Arocess Level

..... Tirme Zore

..... - Device

..... E=: Output

~ing lnput

..... :lg COutput Group

----- ~##, Output Linking Level
..... t:ﬁ Compaty

.............. Facility Code
.............. H|:||i|ja_|,|
Higtary

.............. l Action Meszage
-------------- [E User Defined Field
~Ped Guard Tour

.............. @ MEIIIIS

.............. Ei Oweride Group
E| Badge Template
Badge Image Type

MNAME

Activate and
De-Activate
the selected
card holders.

Jones, Bil
R aobinzon, Joha

Roaose, Jennife\

Edit — double
click on name

After selecting Card Holder and
then Show All, The card holders
are alphabetically listed here in
this display column.

Select a Card Holder in the list and double
click on their name to edit, or use one of the
other tools at the top of the DataBase Menu.

ke
Skil Mame
.............. B Camera
.............. E 2 Modem Site 4 | I LI
| Dperator: Master 112/13/1939 953 AM Z




Card Holder - General Tab

ICONS in the lower right corner of the screen.

UDF field is defined as required Data.

phone numbers, and assign any Keys and/or Skills.

This is the Card Holder Data Entry Screen. The General Tab is where the Card Holder
name is entered with the options of Trace, Visitor Status, and Custom Notes. The General
Tab information is the only data that is required to enter a person into the database. The
Card Holders Image can also be taken and an Identification Badge printed using the

The User Defined Fields are located on the center tab. UDFs are only required when a

The Cards Tab is only required to issue the person an access code, enter the card holders

Mew Cardholder

General | User Defined Fields | Cards/Phone #/Key |

1. Enter First and Last PESHER GIAUEE A ain Office

Card Holder primary
Image Displayed Here.

names. \%me: I
Lazt ame:l

L5

2. Select a Company from -
the drop down selection Trace: [~ Visitar: [~

Click here to capture or

DataBase

i import the Card Holder
1st. Image.
Jump to page 57. f 5
hates: '@'
5. Enter custom free format :Eﬂ
3. Select Trace if it is Notes regarding this Card
T . Holder. Not ired.

desired to have a special older. Not required I

annunciation and the

persons image Add Eird | / Frewvious Mest LCancel | ok |

displayed each time the

card is used at readers Click here to

defined for Trace. print the

card holders
4. Click here if this person is a Visitor. Badge.

Add Card Quick-Load Button is used to enter a card number and access
level first, allowing the system to start downloading to the field controllers,
and then return here to input the Name, Company, and UDFs.

Click here when you
are ready to Save all
data under all 3 tabs.
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Card Holder - UDF Tab

6. Enter the personal data for this Card Holder as it
applies to each User Defined Field listed below left.

Hew Cardholder

General User Defined Figlds | Cardz/Phone #/¥.ey I

111 r%lrlgajnFsr\:c-a;1 e# ILIDF = Y

2| Office Phone #

3| Dffice #

4| Parking Leaze #

5| Wehicle #1 Tag

B| Wehicle #2 Tag UDF Field Data Entry

On the right are the fields in which you enter the

UDF Field Name corresponding data for the Card Holder as it
On the left are the User Defined pertains to the UDF Titles on the Left. This
Field Titles. These titles describe information can be used in Card Holder searches
pieces of information that are to be and can be printed out in the Card Holder
recorded about all card holders. This reports.
can be automobile information,
training dates, supervisor or anything
you would like to record. See Page hd!
59. Previous Hext LCancel | ak |

X
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Click here when you
are ready to Save all
data under all 3 tabs.




Card Holder — Cards Tab

This is where Access Cards/Keypad Codes, Phone Numbers, Keys, and Skills are assigned to
the Card Holder. Card Holders can be assigned any or all of these items but it is not required.

Card Holders can have more than one card or code. Each Card can a different Access Level and
Output Linking Level. When locations are grouped, each card can have an access level that
works for any or all of the Locations in the Location Group.

DataBase

Mew Cardholder |

General' User Defined Fields  Cards/FPhone #/Fep |
[ &%
I DataBase M

B caas carD # | 5TaTUS | IMPRINTED .. [ sTamT .. | stoPD.. |G [#.. |
Phane Numbers
I Keyz

Skills

Use the Add, Copy or Delete Buttons.

7. Select one of the 4 menu items, Cards, Phone Numbers, Keys, or Skills
and then click on the Add button (blank page) at the top to add a new entry.

Hext | Cancel 1] 4

Add Card | Previous

If you started adding this code by selecting the
Add Card Quick Load button from the
General Tab, you need to Click on the General
Tab after the code has been added and before
you click on OK, to enter the name.

For information on Phone Numbers

and Keys see pages 45-46. If you have already completed the General and
UDF tab screens click on OK
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Card Holder — New Card

Enter the Code number and complete all other necessary information about
this New Cardholder on the Cards tab screen. Then click on the Access Level
Tab to assign an access level and optionally on the Output Linking Level Tab
to assign a Linking Level (elevator control) if necessary.

10. P.LN. is an 11. Enter the # of Uses
8. Enter the optional keypad code this card will be
internal or that is entered when allowed. Once the card
working 9. Enter the || the system uses both has been us§d thl? _
number of number card readers and number of ‘Flmes it will
the card printed on || keypads. be automatically de-
under code. the card. activated. The default is

9999 for unlimited use.

Mew Cardholder Hew Card

Card: | Accesthe

/
P /
# of Lses Allowed: [9339

Imprinted Card #: ;
start Dater |11,28/2002 x| ———p StorDate [15/31/9339 =
Guard Tour: [~ Override Anti-Passback: [
¢ Statuz

Anti-PaNgB ack Status

Digte Lazt Lleee (01071000
[ N ]
Lazt Uzed &k |Front Dgor =1 3 74
Mates: ‘:j

\

/ / Previous et LCancel | QE I
/

I \

12. Place a 13. Set the Start and Stop Dates for this 14. Place a
checkmark code. The Start Date defaults to the current checkmark
here if this system date. The Stop Date is set to a future here if this
code is to be date for automatic termination. The default code is to be
used for Stop Date is 12/31/9999. exempt from
Guard Tour. The down arrow button to the right of each Anti-Passback.

date field pulls down a calendar to assist in

setting these dates.




Card Holder — New Card

Access Levels can be assigned to a Cardholder as either Permanent or Temporary.

To assign a Permanent Level, simply click on the name in the left window, then click Add.
To assign a Temporary Level, click on the name in the left window, click on Temporary, set
the start and stop dates for the level to function, then click Add.

To see what Access Level a Cardholder has, you must return to this screen and click on
both the Permanent and Temporary buttons to view what Access Level is still valid vs. an

Access Level that may have expired.

15. Click on an Access Level name then click on Add to assign a
Permanent Level. More than one Access Level can be assigned by
repeating the process. When finished Click on OK to save.

Mew Cardholder New Card

Cards  Accesy Level | Output Linking Lewvel:

Al Dnnr?ain Office
e E a3t AnnEs Front

i M ain 24/7, South Branch Fraont
i tain Office Front

i M azter Aocess Level

i South Branch Front Doar
Supply Rooms

< Remove

Wigw A

{+ Pemanent

If a Level is assigned in error, ¥ Ve
click on the name in the right Start D ate:
window, then click on Remove. J12/31/9399 2|
Stop Date:
J12¢21/3933 ]

[Eopy Eermanemnt |

mp b ain 2447, South Branch Front
i Supply Roors

T~

DataBase

To verify what devices
(readers) are included in an
Access Level, click on the name
in either window, then click on
View.

Frevious |

Hest |

LCancel ok |

Permanent Access Levels are those that stay with the card until the access level is removed from
the card or the card is deleted. Temporary Access Levels are those that are assigned with a Start
Date and a Stop Date. At the beginning of the day on the Start Date the Permanent Access Level is
suspended and the Temporary one is activated and downloaded. The Temporary level is in effect
until the Stop Date. At the end of the Stop Date the Original (permanent level) is re-instated and the

Temporary Level is suspended.
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Card Holder — New Card

New Cardholder New Card Set a Temporary Access Level 'if required as
shown below and also set an optional Output
Cards Access Level | Output Linking Level Linking Level and Click on OK.
iy Al Doors Main Office I* East Annes Front

E ast Annex Frant
b ain 2 South Branch Front p
imp b ain Offfce Front I~

Click on Add to include this

i b azter dlocess Level < Remove Temporary Level.
mp South Briench Front D oor _
- Supply Hooms Wiew

There are basically two scenarios

~ Pematent when issuing a Temporary Access
{+ Temporar Level.
For a Temporary Access _ e Scenario— 1 is the Card Holder
Level, click on the Level start Date should have their Permanent Access
name, then Temporary, then —|12/31/9339 = Level as well as an additional
set the Start and Stop Date. Stop D ate: Access Level during the period
—)|12;31 49999 ;| specified by the Temporary Start

and Stop Date. In this case use the
Copy Pemmnanent Copy Permanent Button to assign
their Permanent Levels and then
also select the additional levels
Previous | M et necessary.

44

Scenario— 2 is the Card Holder
requires a new level and does not
need their permanent level during
the period of time specified by the

Cands I el | R e | Temporary Start and Stop Dates

b ain Office

mp South Branch
i Fast Annes

Cutput Linking Lewel:

HVAC =

Click on the Output Linking Level tab to assign Linking Levels to the
Cardholder. Each Location must be selected in the left window, then use
the pull down box at the right to select the Linking Level desired.

Previouz MHest Cancel (1]




Card Holder — Phone #

Enter the Phone number(s) and type for each Card Holder. Each Card Holder can
have multiple phone numbers. Phone numbers are not required fields.

Mew Cardholder

Generall User Defined Fields ~ Cards/Phone #/Key |

DataBase

ataBaze Menus |F'h|:|ne # 0

PHONE # | vrE

Add Button

Phone Numbers
Click on Phone Numbers in the

Menu then Click on the Add Button.

Add Card |

Previous | Mest | Cancel | 0K

MNew Cardholder Hew Phone # |

General
| 1. Enter the Phone Number for this Card Holder.
2. Enter the Type of phone number this is. For
| Phone #]] example; phone, fax, cell.
T_I.Jpe:l
3. Enter any free format Notes that might be
useful in describing the phone number or
Hotes: particular information about using it.
4. When finished Click on OK.
[~
Previous Mest LCancel ok I
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Card Holder — Keys

asegere(q

This is where Keys are issued to this Card Holder and viewed. This is a mechanical door lock
key to equipment rooms, storage closets, emergency exits, or other locks that require hardware
keys. Keys are first defined under the Location Menu / Keys.

Mew Cardholder

Generall Iser Defined Figlds  Cards/Phane #/K.ep |

D]

Key Name
Click on the Key being issued from

the list then Click on the OK Button.

Frevious Mesxt

LCancel

46

DataB aze Menus |Ke}l i}
5] Cads MAME | pooR | 155LED | IS5UE #
Phore Mumbers
K.ens
% Skills
Add Button
Keys
Click on Keys in the Menu then
Click on the Add Button.
| ]
Add Card | Previous Ment | LCancel ok |
MNew Cardholder Mew Key
General |
MAME | DooR | KEv TYFE |
ilirand Master All Doars
tdazter 1 Al Entry and Exits




Card Holder — Skills

This is where SKills are assigned to this Card Holder and viewed. Skills can be any kind of trade,
duty, or expertise. Card Holders can be searched for by Skill. This allows the operator to find
Card Holders that possess a skill that is needed. Skills are first defined under the Location Menu

/ Skill Name.

DataBase

Hew Cardholder

Generall User Defined Fields  Cards/Phone #/F.ep |

0O | 'X.l
/DataBase Menus [5kil: 0
Cards MAME |

Phane Hurmbers
Add Button ﬁ Keys
W\
Skills
Click on Skills in the Menu then
Click on the Add Button.

éddl:ardl Previous | Mext | Cancel | Ok

Mew Cardholder Skill:

General |

MAME |
iDentist |

General Fractice

Surgeon

Skill Name

Click on the Skill or Skills to be
assigned from the list then Click on
the OK Button.

LCancel | 0K I
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Capture Card Holder Image

This is the Live Video Image Capture Screen. This is available when using the DSX Camera
Kit. If Signatures have been implemented the signature screen will appear next. If live video is
the primary source but file import is to be used as a secondary source, the live video will be
defined under image source and type instead of file import. The live video screen will be
displayed first and pressing Cancel will advance you to the image edit screen where File Import
can be selected. If file import is the primary image source, there should be an image source and
image type defined for it. The file import screen will appear when the camera icon is selected.
This allows both live and imported images to be the primary images displayed with the card

holder.

48

e

1. Select Freeze to activate the
strobe (flash) and freeze the live
video. If the snapshot is acceptable
select OK and proceed to the Edit
Image Screen.

Live Video Here

o =

The left / right and up / down slide bars allow
the picture to be repositioned without physically
moving the camera.

. =]
o L ol
Cancel . Fesze (i<
Yideo Crd 1 Yideo Crd 2 Yideo Crmd 3

/

Select Cancel to return to live video
if the frozen snapshot is not
acceptable. If File Import is to be
used instead of live video select
cancel and advance to the Edit
Image Screen. If Signatures have
been implemented the signature
screen will appear next.

2. Select OK to advance to the Edit
Image Screen or if signatures are
being used selecting OK will
advance to the signature capture
screen.

The Video Cmd 1,2,3 buttons do not have any functions assigned by default. The buttons can
be assigned preset contrast and brightness adjustments assigned or can be used to switch the
source to the DSX capture card from RGB (DSX Camera) to composite (digital camera) and
back. This information is detailed under Image Source on the Commands Screen.




Import Card Holder Image

This is the Import Video Image Screen. This is available in All WinDSX Software. If file
import is the primary image source, there should be an image source and image type defined for
it. The file import screen will appear when the camera icon is selected. If Signatures have been
implemented the signature screen will appear next. If live video is the primary source but file
import is to be used as a secondary source the live video will be defined under image source and
type instead of file import. The live video screen will be displayed first and pressing Cancel will
advance you to the image edit screen where File Import can be selected. This allows both live
and imported images to be the primary images displayed with the card holder.

Import Image File Front Yiew |

Selected Image:

.1 ..I.mage Imp'ort‘ s Selected Image is

initiated by clicking in the where the Imase

file name field indicated. h for i g

Select the File that you chosen for import s

. . previewed before

wish to use for this Card bei J

Holders Image. The File eing saved.

Import Navigation Screen

will default to the

WinDSX\Images

subdirectory. If the file of

choice is in another

directory navigate to the Corce | [ o¢ |

file and select it. Once

selected the file is saved in

the file format defined

under Image Source in

Setup. The copy is saved in Click on Cancel to 2. Click on OK to

the Images subdirectory and bypass the file import continue when the

is typically saved in a and go directly to the desired image is in

*.JPG format. edit image screen. view and proceed to
either, the signature

capture or edit image
screen.

DataBase
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Edit Card Holder

Image

From the Edit Image Screen the Image selected can be edited manually with the controls located
in the lower left section of the screen. Use any of the property controls as well as the Crop Image

tool to make changes to the Card Holders stored image.

Rose, Jennifer

The Image just captured or Edtimages | Select Auto Edit Inage |
imported will be displayed in Select Image:
the Card Holder Image
Window to the right. If there
are other Image Types
defined select an Image Restore Image |
Type and the associated i o Ll
Image will be displayed. el . o ReCaptue Inage |
Eﬂfr . L Imprt Image Fil: |
Tint 0 ™ Crop Image
](;Lli( t?;gif:ﬁ:;;:gﬁe Lt Usq the Cropping Frame to better center the
Image. The slide bar can be Ze subject or to remove unwanted background.

moved precisely to make the

exact change necessary. The
Restore Image can be used

Click on OK when finished.

Cancel | i O

until it is saved.

Click on Re-Capture Image to retake
the image of the Image Type selected.
Clicking here will take you to the File
Import or Image Capture Screens
depending on What Image Type has
been selected on the left.

Click on this Import File
Button to import the card
holders picture. This button
is typically used where image
files from an off-site facility
could be used as the primary
image instead of the live

Rose, Jennifer

EditImages  Select Auto Edit Image I

video capture that is typically
performed for the card
holders on-site.

The Auto Edit Image screen automatically applies 12 different adjustments to the image and
displays each one in a different frame. The Image is automatically adjusted 12 different ways
and displayed in separate frames. Click on the Image that best suits your taste and then return to
the Edit Image Tab where the image can be edited further and saved by clicking on OK.
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Print Card Holder Badge

When a Card Holder is selected and the Printer ICON is clicked on, the Badge Print Preview
screen is displayed. From here the Badge Template that is assigned to this Card Holder’s
Company is shown with the Card Holder Image. If a different template is required, it can be
selected at this time. To change templates, double click on the desired template.

DataBase

Badge Print Preview

Badge Print Preview

Select Badge Template:

Select Card Data Source:

=

Je.nnifer

Rose
If the Card Holder has more than 1 Card the DSX Access Systems, Inc.
appropriate card or code number can be selected here.

214-553-6140  1-200-346-5285

LCancel | Frint I

Muriber Of Copies: |1

If the Card Printer is not the
Default Windows Printer
click on the printer drop
down selection box and

choose the direct card printer.

Click on the Print Button to
print this card holder with

If it is desired to print more this card number on the
than one copy of the badge badge template.

enter the Number of Copies

here.
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Activate/De-activate Company

Set Card Status For Company - Activate Cards that are assigned to the Company
selected. You can further describe the codes you wish to activate by the date in
which they were de-activated. Codes in the same company that have a different
de-activate date would not be re-activated. Codes can also be re-activated
individually under Card Holders/Cards.

1. Select Activate
Cards to enable.

Select De-Activate
Cards to disable

Activate/De-Activate All Cards In Company

2. Use the drop
down selection box

to select the Location Group: |Main i ilcling

Company you wish g ﬂxate Cards

to turn on and/or off \ ¢ Dedelvale Carce
Company: |Gy

Date Comparwy W az De-activated: I 03401999 ﬁj

/ Mew De-activated D ate: | 12/31/9999 ﬁj

3. Select the Date the Company had 4. Set a New De-Activate Date for the
been de-activated on or the current Company that terminates the codes in
deactivate date. the future.

LCancel | ok I




Access Level

These are the Access Level Data Entry Screens. Access Levels are the describing elements that
determine what readers or keypads the card or code will work at. It also describes which days
and at what times on those days the card or code will allow entry. The Edit Access Level Tab is
where the Devices and Time Zones are mated to form the Access Level.

DataBase

Acceszs Level: Main 24/7. South Branch Front

4. Click on the Edit Access
Level Tab to define or edit the
access level.

General | Edit Access Level I (

1. Enter a Name that best
describes this access level.

Can Be Assigned ToVisitors: [ 2. Click here to allow this Access Level to
be assigned a Card Holder that is defined as a
Mates: Visitor.

3. Notes are an optional field
that allows free formatted
information to be recorded
about this access level.

[

Previous Mest Cancel | ok
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Access Level

Access Levels can be created to include readers from different locations,
but only from within the same Location Group. In this example, the

Level shown includes all devices in Location 1, and the first two devices
in Location 2. If a Location does not have the same Group Name, it will

not appear in the list and not be available for inclusion in the Level being
defined.

Acceszs Level: Main 24/7. South Branch Front

General Edit Access Level |

i mp- 1 - Main Office Time Zone 1: I24 j
. 0: Front Door Tirme Zone 2 i ... j
------ mp 1: Feception Doar
; Time Zone 3: I j
Time Zone 4 I :J

24

_ Time Zone 2, 3, and 4 are only used when the
l;* 2: Su:uuth Branch .
: access level has to provide more than one
oS (1 Front Doar In

b 1 Front Door Out period of access to the same door during a day.
.............. 2 Supply B ln
------------- 3: Supply B, Out II::-IH g ;igg
4: Rear Door In SAT 0 2400
----------- -¢mf 5 Rear Door Out HOL1 0 2400
@ 3 East &nnex
HOLZ 0| 24m0
HOL3 A
Paste TZ's | Copy TZ's | Erevious 1 Hest Cancel | ax

. . 6. After assigning the
5. Select a Device (door or reader location) appropriate doors the

above by clicking on it once. Then select a appropriate time zones
time zone from the Time Zone 1 drop click on OK.

down selection box. This will remove the
not/symbol from the device and the time
zone definition is displayed in the graph to
the right. After setting the Time Zone on
one device click on the CopyTZ’s button
below, then click on another desired
device and click the Paste TZ’s button.




Access Level

To remove a door (reader) from an Access Level, click on the name in the left window,
then remove any Time Zone references to the right by choosing the four dashes from the
dropdown time zone list.

Access Level: Main 24/7, South Branch Front

General  Edit Access Level |

kb 1 Main Oifice Timzzora': | [
— 0: Front Cioor Time Zone 2 -
LI ;, 1: Reception Door ; J
b 2 Lab 412 Time Zore 3: ; __‘:_j
-------------- mp 3 Lab 413 : :
b 4 Suppl Roar Time Zone 4: ; :_j
(00 B Shipping #1 24
: § E: Shipping #2
96 ipping Day Stat|  Stop|a
.............. o ¥ Tonl I:EIgE SLIN |:| 24|:||:|
[ 2 South Branch RON I 2400
------- mp 0 Front Door In TUE Il 24010
.............. mp 1. Frant Door Out WED I 2400
_ 2 Supply R In THUR i 2400
.............. 3 Supply R, Out
4: Rear Doar In ;.TT g éigg
S— 5: Fiear Door Out HOLT a 2400
Fmb 3 East Aninex HOLZ 0 2400
HOL3 o za00 7
Paste TZ's i Copy T2's i Previous i Mext i Cancel i Ok

DataBase

The Paste and Copy TZ buttons can be useful when multiple doors/readers are to allow access
during the same time period. To use, click on a door/reader name that has the Time Zone you
wish to apply to other devices, then click on Copy TZ’s. Select other doors/readers one at a
time WITHIN THE SAME LOCATION and then click on Paste TZ’s. This can also be used
to remove multiple doors from an Access Level by first selecting a device with the NOT
symbol, click Copy TZ’s, then selecting Paste TZ’s after selecting the readers to be removed.
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Time Zones

Time Zones are the automatic time schedules where start and stop time parameters are defined
to perform automatic functions such as locking doors, arming Inputs, enabling/disabling readers,
granting/denying access, and enabling and disabling Image Recall.

Hew Time Zone

General | Schedule |

1. Enter a Name that best
describes this Time Zone.

3. Click on the Schedule Tab to create
or edit a time zone definition.

i1 ain Building

Enter the Start Time and Stop Time For
each day. Create different Time Zones
for each particular use such as Inputs,
Outputs, Access Levels, and Devices.
The Start Time is when the inputs arm,
the outputs secure, the Readers or
Keypads become operational and are
required for entry. The Start Time is also
when the Cards/Codes are operational
and Image Recall is active.

i

2. Notes are an optional field
that allows free formatted
information to be recorded
about this time zone.

A1

Previous Mext Cancel

General  Schedule |

Enter a Start and Stop time for Monday and Click on the
Set Mon-Fri button to copy those times through Friday.

The shaded
part of the
graph is the
active part of
the time
zone.
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i Set Mon - Fri
4. Set the St.art Time | e | otive
and Stop Time for Start. [730 Stop: [1730 Sun |
each day of‘the week mE Stop: [730 ban I
and for Holidays St [0 | Som [0 | Tue —
1,2,and 3. Statt. [730 Stop: [1730 wed |
Thursday Start: [730 Stop: I‘l.'-"SD Thu I
Friday Start: I?gg Shop: |1?30 Fri I
Statt: [730 Stop: [1g30 Sat |
Wher} Time Zones are |, o g [T i
used in Access . Start: ||:| Shop: IU Hol2
Levels, the Start Time et |2 o |5  Hotd
is when the card I |
. . 0 0E00 1200 1800 2400
begins working.
Previous Mext Cancel OF. I

5. After assigning the appropriate
start and stop times click on OK.




Company

Companies are groups of Card Holders with something in common. The Company can signify a
group or department or tenant. Companies are defined within a Location so that access codes
may be grouped together for reports and searches. Company is not required data but a good
organizational tool.

Mew Company

Generel]

{an Bulds

ocalion Growp: [
n

Prmary Contact: | 1. Enter the company or group
Phere 1. | Name and complete all of the
Fat: | appropriate fields below.

Suite H: |

Usge |t Or Lose It Daygs: ||_'|
Badge: |[.... ]

Holes: ﬂ

Previous Nest I Cancel oK

2. After entering
the appropriate
information Click
on OK.

There are two management tools specific to Company but both are completely optional. The first
is Use it Or Lose it Days. By setting a number here, all card holders assigned to this company
must use their card within that number of days or their card is de-activated. This can be used to
automatically manage lost cards and card holder attendance.

The next tool is Badge for those that are using the integral Photo ID Badging features of
WinDSX. This is where a Badge Template can be assigned to this Company so that all Card
Holders in this Company automatically select this Badge Template when their card is printed. At
the time of printing a different badge template can be chosen if required.
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Holiday

controllers.

Certain Dates can be defined as a Holiday so that all time zones will follow a different time
schedule on that day. This feature is used to override normal time zone parameters on a
specific date. When a date is defined as a holiday, all time zones will follow the time schedule
assigned for their holiday. All Time Zones have a day of week schedule with three holiday
overrides. Three Holiday types are available with Firmware Version 536 and higher in the

Mew Hohday 1
0

General |

. Enter the Name
f the Holiday.

2. Set the Date of
the Holiday. Use the
drop calendar
selection box for
assistance.

Lagation &1 1ain Building

\4

Date: |1 2/17/1999

Haoliday Type: ©* Holidap One
¢ Holiday Twa
" Holiday Thre

LICC

A Miotes:

rs Each'vear [

3. There are three possible holiday override
schedules per Time Zone. The Holiday Schedule
allows for a different start and or stop time to be
used on a date that has been defined as a Holiday.
The Holiday can be defined as Type 1 or 2 or 3.
This allows a door to unlock at a certain time one
holiday and a different time on a different holiday.
This will also accommodate a holiday that
contains three days requiring different schedules.

All three Holiday Override Schedules only work
with Firmware Version 536 and higher. All Lower
firmware revisions only recognized Holiday
Schedule #1 per Time Zone.

5. Enter free format Notes
describing this holiday. [~

FErevious

Mewt Cancel | | ] I

4. Click here for this Holiday to
carry over to the next year.

]

6. When the Holiday Name, Date,
and Type are entered click on OK.




User Defined Fields

UDFs are titles assigned to 99 possible fields of which personal information for each Card
Holder can be stored. These fields are not required unless defined to be so and are primarily for
informational use only and have no effect on the performance of the system. Typical use of
these fields is to store car tag numbers, phone numbers, employee numbers, etc using up to 50
characters each. The field can be defined as an Auto-Incrementing Card # for Badge purposes.

New UDF Name

General I

Location Group: |Main Building

1. For UDF Name enter up to 20 characters
that best represent the data to be recorded for
each Card Holder. There are up to 99 fields that
can describe items such as Car Tag, Car Make,

/] Car Color, Supervisor, Training Dates,

Certification Dates or other pertinent data.

:

LDF #: ||:|_

B ©

) Data Mask: |

[rata |¢ Required

Data Must be Unigue

3. Select this to make the

<
<
<

[
L field i fi
De-fctivate Date: [ teld a Required entry for
each Card Holder.
Mame ID: [~ %
Auto Incrementing Card 8 [
Previouz | il et LCancel O

DataBase

2. A Data Mask entered here can be used to
format the field for different purposes such as
Date, Time, Phone Number or other useful
structures. A Date Mask would be entered as
##/##/## which causes the spaces where the #
is to be replaced with numeric entries and
automatically advances the cursor to each
segment when entering the date. Other symbols
can be used for field separators such as: -, (),
/. The data entry spaces are formatted with the
use of special format commands such as” #’for
numeric entries only,”” for alpha-characters
only, and “&” for alphanumeric characters.

This type of Data Mask can force a particular
type and number of characters in the correct
form. This greatly improves consistency of the
data being entered and assists in quick and
precise searches for Card Holders.

4. Select this field to force the data
being entered to be Unique and not
shared by any other Card Holder in
the Location Group.

5. Select this field to designate this
UDF as a de-activate date for the
card holder. The field should also
be Masked as a date field.

6. Click here is this UDF should be
the unique identifier used for the
card holder ASCII import utility.

7. After Naming and setting the
formatting characteristics, click on
OK to save.
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This section of the program is used to create Guard Tours. A guard tour is a predefined
schedule of events that must take place in sequence or at random and within a specified time
period. Typically a guard tour is manually initiated at the PC and a guard begins the tour by
going to the 1st tour station and performing the predefined action at that station. Each
checkpoint of a tour is referred to as a station. A guard tour is a series of stations with a
minimum and maximum amount of time the guard has to execute a predefined function at each
station. The failure to complete the entire tour in the time frame specified will cause an alarm
to be generated at the PC.

Mew Guard Tour Schedule

Lieneral | Gvard Tour Stations |

HAESHAN GIOUEE 11 ain Builing 1. Enter the Name of
F'M = ( the Tour.

[~ Random Station Order

Mates: /ﬁ d

3. Enter optional free format
notes regarding this tour.

|

/ Brewviouz Hewxt Cancel

/

2. Select Random Station Order to allow the Tour to be executed in any
order. When this is selected there is no regard to the Station Number that
typically sets the order in which the Tour Stations must be reached. When
selecting Random Station Order it is important to set the minimum and
maximum Time from Start on each Station to be the same. These times would
be the minimum and maximum time to complete the entire tour.




Guard Tour

This screen shows a list of all stations (checkpoints) within this tour. The Station number,
minimum and maximum times, the event or action to be taken, and the message to be displayed
if this station is not reached within the allotted time. Stations can be added, deleted, or
modified from this screen.

DataBase

4. Click on the Add To Delete a Tour Station, Click
button below to add a on the Station in the list below
Station into the tour. then click on the Delete button.

Guaid Tour Schedvle: P Tour

|F'M Touwr Tour Stvs
HAME | sTaTiON # | MIN TIME | Max TIME | EVENT | MESSAGE
10 Eront Doo 1 o] 10 Access Granted

To Edit a Tour Station, double
click on the Station in the list
below.

Continue adding Tour Stations into the same
tour for a maximum of 99 Tour Stations per
tour.

|

Previous Hest LCancel | ok I

To allow an overall minimum and maximum time for the entire tour, do not
set individual times for each tour station. Instead of individual times set the
Minimum and Maximum Times for each Tour Station the same and use an
overall start and stop time for the completion of the entire tour. Unless
Random Station Order is selected the stations must always be executed
according to station number.

61




asegere(q

Guard Tour

5. Click on the Device (reader) below that is to be used in this Tour Station.
Double click on the Device to expand and display a list of all associated
inputs to choose from if the Tour Station is to use and input (alarm) point.

is selected. Station 1 must be satisfied first followed by Station 2
Gererd | and so on.

6. The Station Number is a number assigned by the system
according to the order in which the tour stations are defined.
However the Station Number can be changed. This number
signifies the order in which the tour stations must be fulfilled
unless the Random Station Order (set on the General Tab) option

b Guard Tour Station v
- 1.0: Frant Daor

EI ------------ = 1.1: Back Door

E| ------------ i 1.2: East Side Doar

L— ‘od 1.1.7: Back Door Contac

E— =3 1.2.7; East Side Door Ce

s ‘iod 1.0.7: Front Door Contac
Station #:

Action Mezzage:

7. Station Events describe the
Action required for the Guard
to perform to fulfill the check-
in requirement at this Station.

Click on the drop down
selection box to choose the
action desired.

Each of the 99 possible
Stations in a Tour can have
any one of the Event Types.

Mipimum Time From Start:

b geimurn Time From Start:

tatioh Event:

v

e

Ir-‘«ccess Granted j

l— N

on the drop down selection
box. This is the Response Plan
displayed on the Workstation,
when there has been a failure

1o 8. Select the appropriate
\ Action Message by clicking

Equiu:uus | Mest

by a Guard to reach a Tour

C
™ Station within the Maximum

9. Enter the Minimum amount of time in minutes
from the beginning of the Tour that the Guard will
have to reach this station and perform the action
required. This would be the minimum amount of
time from the Start of the Tour until the Guard
reaches the station being defined. If the Guard
arrives early it is logged indicating how early.
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amount of time.

10. Enter the Maximum amount of time
in minutes from the beginning of the
Tour that the Guard will have to reach
this station and perform the action
required. This would be the maximum
amount of time from the Start of the Tour
until the Guard reaches the station being
defined. If the Guard arrives late an
alarm is generated indicating how late to
which station and can optionally display
an Action Message.




Maps

Graphic Alarm Maps can be imported into the system for alarm annunciation, Input, Output, and
Camera Control. Up to 21 different graphic file formats can be imported into the system. The original
map being imported should be approximately 640 x 480 in size.

The General Tab is where the graphic alarm maps are imported into the system. The I/O Points Tab is
where the desired inputs, outputs, and Cameras are placed on the Map.

DataBase

General | 140 Ponts |

Location Group: IMain Building

|

Click Ta Select Map File: I <

Display Order: [

Map lean

Click Box To Select lcon:

Motes: ;I
[ |
Previous | Hext | Print Map | LCancel | 0K I

Map Main Building

General /0 Paints |

er Doors Only List Selected /0 Paints: [~
E T2 Perimeter Locks

(mp |/0 Points

E-fE 1:Main Buiding

= i Lits

.d 1:0:7 Front Door Contact

1:1:7 Back Door Contact

Dirag & Drop 10 Paint Onto Map Or
Diouble Click Right Button Ta Include # Exclude [0 Paint

Cutputs

E=> 1:0:1 Front Door Lock
= 1:0:2 Alarm Trigger

E=» 1:1:1 Back Door Lack
@ 1:1:2 Auta Door Opener
Cameras

M B ack Door

- @ Front Door

LCancel | juls I

Frevious | Mext | FErint Map |

While in Database with Maps selected,
Click on the Add Button.

[

Click here to access the Windows™
File navigation dialogue box to find the
graphic map you are looking for. The
system automatically opens the selector
to the Maps subdirectory under
WinDSX.

Once the file is selected the system
saves a copy as a *.JPG for the Alarm
Map use.

To remove a point from a Map, select the point from
the list to the left and press the space bar. This places
the not symbol around the point and removes it from the
map.

Double Click on Override Groups and
I/O Points. Double Click the Location
Name, then continue to Double Click to
show all available inputs, outputs, and
cameras that may be selected for
inclusion on the map. Placement on the
map is achieved by dragging and
dropping the selected item from the list
on the left onto the Map in the Window
on the right. The Map then turns to full
screen to allow exact positioning of the
Icon. Once the Icon is placed exactly
where you desire click on the Map
somewhere other than the location of
the Icon to return to the I/O Points Tab.
The Icons that are selected for the
Inputs, Outputs, and Override Groups
are the same Icons that are placed on
the Map.
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Override Group

expanded for individual control and status.

status and control.

Override Groups are comprised of either Inputs or Outputs. These inputs or outputs, once
included in a group, are represented by a single set of Icons for the normal and abnormal
state of all the points in the group and allow for single action control. The groups can be

Besides the summary status the Icons provide with multiple Inputs or Outputs, there is also
the ability to control the inputs armed state and the outputs on/off state through a single
action. The Override Groups are a menu item in the Selection Window located in the
Workstation program. Override Groups can also be defined on Graphic Alarm Maps for

New Ovemde Group

General I Overide Group 140 F'ointsl

Location Group: IMain Building

[Feiieer larrd

Group Containg : (% |nputs
 OutPuts

Marmal Abnomal

Click Box To Select lcons: i

Heles: \J\

Frevious | Mest | LCancel | i I
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Override Group Perimeter Doors

General Overide Group 1/0 Points |

- Irputs
- 1:Main Builditg
= 1:0:7 Front Door Contact

. 1:1:7 Back Dool

r Contact

Only List Selected 1/0 Points: [~

Double Click Right Button Ta Include / Exclude 10 Paint

Previous Mext LCancel

While in Database with
Override Group
selected, click on the

Add Button. .4

Enter up to 30
characters that best
describes the Override
Group and its function
or purpose.

Select whether the
group contains Inputs
or Outputs.

Click on the Override
Group 1/0 Points Tab.

Then Double click and
expand the Location
and Inputs or Outputs
to display all of the
points defined.

Select the points to be
included in this group.
Double click the right
mouse button or press
the space bar to Include
or Exclude Point.




Image Source

The Image Source is the location where the camera or other video device is
defined for use with the Photo ID Badging portion of this program. The
available Image Sources are File Import, Video, Twain, and Signature. Also
set here is the File Format that the image will be stored in. JPG is the
suggested format.

DataBase

DataBase

File Edt Help

5| Dgga| ¥| &|w| zf

| DataBase ME\Q |Image Sources 4
NAME | FILE TPE | COMPRESSION
Capture Card JPG 20
Diigital Camera JPG 20
File Import JPG 20
Signature Pad SIG 20

e 1. Click on Image Source in the
| b iy Setup Menu, then on the Add

o= Backup Histom b
= utton.
/B Restore/Fepair Data

= Locations 4| T ]
| Operator: Master | 03/1541393 | 01:57 PM v

Image Source File Import |

General | Commans | 2. Enter a Name for the Image
Source to be used.

Name:  [File Import 3. Select the Source Type.
Source Tvpe: [N - Select the stored image File
Format from the drop down
menu. JPEG is default.

5. Set the File Compression

Images Stored A I.JF'EG,.JF'G

Compression Factar: |2|j

o o factor. 20 is default.
6. Set the Comm Port used if
Nates: defining a signature pad.

7. Enter any free format Notes
regarding this source.
Press F1 for additional Help

[ -]

Previous Hext LCancel ok, |
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Badge Image Type

Badge Image Types are the connecting factor between the Image Source and the Badge
Template. The Image Type identifies an Image Source and determines the order in which the
Image is to be taken in the event there are multiple images on the badge template. The Image
Type also determines which image is the primary image to be displayed with the Card Holder
for searches and Image retrieval.

1. Click on Badge Image
Type, then on the Add

button.

Filz Edit Help

— 0| x| &[] A
Wllmageﬂlpe 1

66

Image Type Front View

General I

i System
i Locations
— & 1 : Main Building

’ﬁ' Card Holder
& Access Level

MAME

| source | ORDER

| DisPLay [ Baw

iFront Migw

File Impark 1

True Falzz

Only one Image Type can be set to be the primary image displayed with
the card holder. To do live video image capture primarily and file import
as a secondary means of grabbing an image for offsite employees, define
the live video for the source and assign it to the image type. Do not define
file import as a source or assign it to a type. File Import can be used
automatically as a backup source or manual override for the live video.

.............. l Eal=lLe) gy L Shter L=
@ User Defined Field
&3 Guard Tour

@ M aps
& Overide Group
E| Badage Template

Badge Image Tupe
Feyp

1]

L]

| Operator. Master

| 034541339

[ 308 PM 7

Image Source: IFiIe Import

Capture Sequence #: |-|

[

¥ Dizsplay This Image ‘with Card Holder Name
I Store Images |k Black And ‘white

2. Enter a Name
Type.

used.

and signatures.

Maotes:

holder.

for the Image

3. Select the Image Source to be

4. Set the Capture Sequence that
indicates in what order this image
is taken when there are multiple
images per badge such as photos

5. Select Display this image with
cardholder name if this is to be the
primary image viewed for this card

6. Select Store image in black and
white if it is desired to display and
print the image in black and white.

Previous

Mext

LCancel | (]9 I




Badge Templates

Badge Templates are the predefined badge layouts. The templates contain
information regarding size, bar code, magnetic stripe encoding, and 2 sided options.
The Badge Templates can be assigned to a company for automatic selection of the
appropriate badge background for the Card Holder being added into the system.

DataBaze

1. Click on Badge
Template, then on the
Add button.

File Edit Help

20 B X Slw| 4§17

| D ataB aze Menus

|E adge Template &

mp System

| ocations

o — Bl 1 : Main Buiding
.............. FHW Card Halder
e i Apcess Level
-- Time Zone

e . [ ENICE
.............. = Output
-------------- ‘o Input

oo DUtPLE Group

--t:ﬁ Compary

-------------- Facility Code
.............. Huoliday
. . Higtary

.............. .] Action Meszage

s Guard Tour

@I Maps

. Ovenide Group
Badge Temnplate

-#8_ Output Linking Level

.............. @ IJzer Defined Field

.............. Badge Image Type

NAME |
Bar Code w/Code Block:,
Contractaor

E zcorted Visitor

Frontzide

Frontside?

kMag Encode T2

Standard

Yendor wpicture

Ky
Skill Marme
W= Carnera
<] |
| Operator: Master 1241941929 | 1:56 i i

| | DataBase

67



asegere(q

Badge Templates

Enter the general information here such as size and then click on the Badge
Template Tab to place the fields and images on the card template.

2. Enter a Name for the Badge Template. Templates that are the backside of a two-
sided badge must have the same name with the number 2 appended to the end. For
example: if the front side were named ACS the backside would be named ACS2.
The single sided, front side or back side of a two sided badge option must be set
appropriately on the General Tab.

6 When finihed with this

General I Badge Templatel ( screen click on Badge
Template.

3lion Graup: 1 sin Building

Printer Qffset Left: IU Printer Offset Top: Ig
MasGtripe Track 1: I”'I 123ccoococ? hag Stipe Track 2: |”2;1 Z3ococooo?
Mag StipsJ rack 3: I”S;'I 23ococooe?

& Singls Sided Badge
Frant Of A Twio Sided Eadge
= Back Of & Two Sided Badge

5. Enter optional Notes.

M otes:

3. Enter a Badge Width and Height to set the size and orientation of the badge. The
sizes shown are the proper sizes for all DSX direct print cards with the exception of the

adhesive backed PVC cards that are adhered to standard proximity cards. Reverse these :l
values in the width and height fields to change from a portrait oriented badge to a

landscape badge. The proper size for adhesive backed laminates used to adhere to
standard proximity cards is Width — 2.075 and Height — 3.327.
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4. For Magnetic Stripe Encoding on Track 1, 2, and/or 3 see the following.

Fargo Direct Card Printers - Enter the formatting of the magnetic stripe encoding for Track 1. ~1;
indicates track 1, ~2; indicates track 2, ~3; indicates track 3. For Example: ~1;123ccccccc? The 123
is the facility code that would be encoded on every card. The ccceccc is the number of code digits to
be encoded on the card. This format would use Device Type A5 which is set for a 3 digit facility

code and a seven digit card number in a clock and data format on track 1.

Eltron Direct Card Printers - Enter the formatting of the magnetic stripe encoding for Track 1.
represents a space. ~CO&B_1 indicates track 1, ~CO&B_2 indicates track 2, ~C0&B_3 indicates
track 3. For Example: ~CO0&B 1 123cccccce would be used for 3 digit facility code of 123 and a

seven digit card number.




Badge Templates

By default the badge is set for portrait style and can be altered to landscape by simply
switching the values in the badge width and height fields located on the General Tab.

Badge Template Standard

General Badge Template |

Text:
Card Holder D ata
Graphic

lag) Shape
@ Imagljje ) )

Set Text Rectangle

DataBase

T3, Bring To Front
BY Send To Back
. Delete First Mame 8. Click on
Last Mame OK when
) DSX Access Systems, Inc. finished

creating the
template and
assign it to the
appropriate
company.

) 214-553-6140  1-800-346-5288

Previous | Memnt | LCancel |

7. To Add, select an item from the list on the left and drag it onto the assembly area on
the right. Do this by selecting an item with the mouse, click and hold the left mouse
button and drag it onto the badge canvass on the right to the desired position and release
the left mouse button. When released a formatting screen will appear that allows
specific characteristics to be set such as X/Y position, color, font, size, and barcode.

To Edit a text field, data field, graphic, image, or shape that has been placed on
the badge simply click on it once with the right mouse button and the format
screen will appear.

Send to Back and Bring to Front allows items to be layered on the
badge. If there are several graphics and/or images on the layout, Send to
Back allows you to select which one will be on top. There may be an
instance where you will want a Card Holder Image sitting on top of a
Graphic like a colored box or logo. Place both images on the layout and
click on one of the two and select Send to Back or Bring to Front to set the
images in their proper place.
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Badge Templates — Roster

In order to correctly use the Print Roster option located under System / Reports / Card
Holder Report, a Badge Template named Roster must first be defined. The size of this
Template will determine how many Images and how much information about each Card
Holder will fit onto a given page. Since printer drivers differ among different
manufacturers, experimentation may be necessary to achieve the output desired. The
following screens are only meant as examples of a Roster Template that include the Card
Holder’s picture and First / Last Name.

***Note***
Once the Roster Template’s Width and Height have been entered and items have been
placed on the Template layout, the Width and Height cannot be changed. If a different
size is desired, the Roster Template must be deleted, and a new one created.

Badge Template Roster
The name Roster must be entered for this
Template in order for the report to
function.

General I Badge Templatel

Location Group: IMain Office

o

Badge "wfidth: |-|_-| Badge Height: |-|_5
Printer Offzet Left: ||:| Printer Offzet Top: ||:|
Mag Stipe Track 1 |~1 A 23cocoooo? Mag Stipe Track 2: |~2;1 P Ueooooon

tag Stripe Track 3: |~3;1 P Ueooooon

i+ Single Sided Badge
= Front OF & Twa Sided Badge
" Back Of & Twa Sided Badge

Motes: :I

[

Previouz Mest Cancel | ok
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Badge Width and Height will need to adjusted to determine how many Card Holders, along
with their added information, will be printed to a single page. A large Template layout may
only print one Card Holder per page, while a smaller layout may print 48 or more per page.

To adjust size, either delete the entire Template and start again, or delete items on the Badge
Template screen, then adjust Width and Height as needed on the General screen.




Badge Templates - Roster

In this example, the Card Holder’s Image and First / Last Name have been added to the
1.1 x 1.5 Template. The more information added to a given template, the more space it
will occupy on a printed page.

DataBase

Badge Template Roster

General Badoe Template |

Card Holder Data
# Graphic
Shape
Image
Set Text Rectangle
T} Ering To Frant

L Send ToBack

> Delete

First Last Mame

Previouz MHest LCancel ok
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Keys / Skill Name

Keys provide the ability to create a database that catalogs each key in the location. This is
referring to conventional metal keys used to unlock doors. Each Key has a name, doors
description, key type, pinning, and notes field. These Keys once defined here are assigned to the
card holders to record who has keys to which doors.

General | 1. Enter a Name that best

describes this Key.
ey Mame: ||_

Doaor Description: |
KepType: [ 2. Door Descriptiqn indicates the doors this key is to.
Y 3. Key Type describes the manufacture.
4. Key Pinning is the cut of the key.

Motes: =T

5. Notes is an optional field that allows
free format information to be recorded
about this Key.

Frint K.eyHalder Report | Previous Mext Cancel | ak. I

g A

Click here for a KeyHolder Report. 6. After Naming, and
This will print a list of everyone that has entering the data for
possession of the specified key. this key click on OK.

Skills are used to identify particular trades or professions of the Card Holders at this location and
provide another criteria to search on. Once Skills have been defined, close and restart the
Database program and advance to the Card Holder Search engine and you will notice there are
now 4 tabs instead of 3 with the far right hand tab being the search Skills tab.
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General |

T

Previous Ment LCancel | (1] I




History / General

History allows the user to view and print the event logs currently stored on the shared resource
or hard disk or in any History.mdb database. The history report may include all events for a
location or be very specific about what is included in the report. This is accomplished by
answering a series of questions on what is to be included in the report.

DataBase

L e eyt 5. Click on the Report Details Tab to set the report definition.
General | Report Details | Schedule Autematic Repart || Click on the Schedule Automatic Report Tab to set the times
the report should automatically generate.

Location Broups |11 sin Building .
. ! < 1. Enter a Name that best describes
W arne . :
IS | this History Report.
History File to Lze: |E:\winds:4'\Lng.mdb I
Hiztary File Password: I \ 7 This is th th t
. 18 1S the path to
A e | = the shared history files.
The path shown is the

4. Notes are an optional field that allows

typical default. Other fil
free format information to be recorded ypieal derau et e

names and paths can be

about this Report. specified to allow
| I reports to come from an
archived history file, or
Previous | Mext | Cancel | ’*TI Build Repart from histOI'y that is being
A recorded on a Network

File Server.

Click on OK to
save the report
configuration.

3. If this is archived history that
was encrypted with a password
enter the password here.

Click on Build Report when
the configuration is complete
and the report is ready to run.

Mew History Report

General' Report Detailz:  Schedule Automatic Report |

Print Report &t ID And Frint Report &t ID

F :;:ZZ Enter up to Two ‘times the report shoulhd pr?nt in the same day. If
oy | 1 should only print once only enter a time in the top left field.

[ ‘wednesday Click on the days the report should generate at the times

I Thursday designated above.

- Friday If this is a scheduled report and you desire it to be Emailed

- saudsy | 1DStead of printing put the following Syntax in the beginning of
the Notes field on the General Tab.

Email: Rgibson@DSXINC.COM if there were more than one
destination address place a semi-colon and the next address.

Erevious tet | | This only works with scheduled (automatic) reports and only on a
PC utilizing Microsoft Outlook™. The report is in RTF format.
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History / Report Details

6. Enter the Start Date and Start Time that the History Report is to begin. Enter
the Stop Date and Stop Time the History Report is to end. Use the small
up/down arrows to increment and decrement the segments within the date fields.
Use the large down arrow to access the calendar menu.

Mew History Report

=l

Start Date: [11,29/2002
Start Time: ID

Stop Date: |11,29/2002
Stop Time: |24DD

i Apply Start Time To Start Date, Stop Time To Stop Date
i Apply Start/Stop Time Ta Each Day

v Sort Events By Time/Date

See next page.

[ Elevator Floor Select Fleport
[ Time And Attendance Report
Humber OF Uzez Report

Data to be
Ihciuded or
Excliuded

v Include &1 Event Types
¥ Include Events From Al Devices [n Location Gryp

¥ Include Events From All Card Halders
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7. Click on one of the two
ways to apply the start and
stop times and dates. Use
either:

Apply Start Time to Start
Date and Stop Time to Stop
Date. The report will
encompass all time between
the start and stop dates and
times.

Apply the Start and Stop
Time to Each Day of the
period from the Start Date to
the Stop Date. For Example
with this selected the report
is run from the start time to
stop time on each of the days
between the start date and the
stop date.

Mext |

¥ Display Code C'ata
LCancel | 1]4 q Build Repart
N\

E{evious |
N\

1

8. Select this to have the system Sort the History by
Time and Date for the report. If this is not selected the
events are reported in the manner in which they were
received at the PC designated as the Comm Server.

9. Select this field to instruct the system to configure for a Time
and Attendance Report. Select this for Time and Attendance
only, it does not have to be selected for any other report.

Complete the series of 4 questions that are remaining
before clicking on Build Report. See page 80.




History / Elevator Floor Select

Select this box for Elevator Floor Selection History.

Mew History Report

xqeral  Report Detail: I Schedule Automatic Heportl

DataBase

] Start Date: |11,29,2002 =l stop Date: |41,29,2002 =l

Leave this Start Tirne: ID Stop Tirne: Izmg
and all Othel: ¢ Apply Start Time To Start Date. Stop Time To Stop Date
boxes at their ¢ Apply Start/Stop Time To Each Dap
default. Not ¥ Sort Events By Time/Date
needed for 4
the Elevator Special Repart W Elevator Floor Select Report <@
Report. \ >elections ™ Time And sttendance B eport

\ ™ Humber OF Uses Repart

SN
. A
Uncheck this v Inciude Al Evert Types
Datato be

box to define Included or ™ include Events From All Devices In Location Groug
Excluded

what floors y' ¥ Include Events From Al Card Holders

are to be ¥

Dizplay Code Data
tracked. See

text below Previous | Hext Cancel | Ok I Build Report

and page 76.

By selecting this report you are asking for a list of floor select activity and associated access
granteds.

If you want a report to include all access to the third floor you would select each of the devices
(readers in cabs) and the third floor inputs associated with each one.

If you want a report to include all access in a particular cab then you would select the device
(reader in a cab) and all of the floor select inputs associated with that device.

To configure the system for this report the floor select inputs have to be associated with the
Device (reader) that is in the same elevator cab. This allows for Elevator Floor Select Reports to
be run from History that show the card holders access and the floor they selected.

Also required for Floor Select Elevator reporting is the following: Under the Input Options Tab-
“Show status change message at PC” must be enabled (checked). On the Input General Tab-the
Name needs to reflect the Cab and the Floor select button this input is connected. For example
Cab 1 Floor 3.
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Select Items To Include

History / Elevator Floor Select

To include inputs in the Elevator

& 0 Front Door

@ 1: Reception Door
B 2 Lab 412

g 3 Lab 413

B 4: Supply Room

B 5 Shipping #1

éE:E

-l ¢. Lobby Elevator Feader

2 South Branch
3 East Annex

Floor Select Report, either click
on the input and hit the space bar,
or double right click on the input
definition. Either action should
remove the red “Not” symbol
from the item. This must also be
done for the Device and Location
references.

In this example, Elevator Floor
Selection History will be run
against the Main Office Location,
Device number 7, Lobby Elevator,
and Inputs 5 and 6, which
represent the 2™ and 3™ Floor
Selections. The 4™ and 5™ floors
are monitored by inputs on device
number 5.

When selections are completed,

76

click OK. Then click on Build
Report.

Hiztory Report i

=

=elect Printer:| DocuTech 135 P52 v21.04 =)

Mumber OFf Enpies:;1

[+ Print Preview

12/30/2002 | 2:06:42 P 1|Elevator Access |Lobby Elevatar 2nd FL. |Robinson, John: DS Access Systemsuj
1243042002 [ 2:13:08 Prd 1|Elewvator dccess [Lobby Elevator rd FL. |Alexander, Jane: D5# Access Systems
KN

=

;EI Owerride Wideo Retieval ln Seconds

Show Yideo ; LCancel Frint




History / All Events

The default report includes All Events at All Readers, from All
Card Holders and displays their Code Data. To be more
selective with the report, remove the checkmark from one or all
of the selections to receive a breakdown of that selection.

Mew History Report

General | Feport Defals

chedule Automatic Repart I

Start Datet | 11,29,2002

= Stop Date: [11/23/2002 =

Start Tirne: Ig

% Apply Start Time Ta Start Date, Stop Time Tao Stop Date
 Apply Start#Stop Time To Each Day
¥ Sort Events By Time/Diate

Stop Tirne: |24EIEI

Special Report

[ Elevator Floor Select Fiepart

E xcluded

Selections [ Time &nd Attendance Report
™ Mumber OFf Uses Report
¥ Include Al Event Types
[ata to be ) R

Inciuded ar ¥ Include Events From &Il D evices In Location Group
¥ Include Events From &Il Card Holders
¥ Display Code Data

Brevious |

Hest |

Cancel | Ok I

Build Report |

10. Remove the checkmark
from Include All Events by
clicking on it once to receive a
list of all event types in the
system.

To select an event to be
included either Double right
click on it or click on it once
and press the space bar, then
click on OK.

Select Itemz To Include

;;, Arcezs Denied Code

hﬁ, Access Denied Card + PIM

vy Areess Denied FIM Only

bt;, Aocess Denied TZ

§ ¥ Access Denied Level

F;" access Denied Facility

5 b Access Denied Code Timer

’;, Access Denied Parity Eror

hﬁ, Access Denied: MAX reader BITS excesded
¥ Access Denied Anbi-Passhack

:1;:, Access Granted *Pazsback Violation®
¥ Bad card read

JE

¥ Festoral

¥ Conzecutive DENIED Exceeded

# D'oor Open too long

b Alamm Acknowledge

b Alamm Resgolution ;I

DataBase
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History / All Devices (readers)

asegere(q

The default report includes All Events at All Readers, from All
Card Holders and displays their Code Data. To be more
selective with the report, remove the checkmark from one or all
of the selections to receive a breakdown of that selection.

Mew History Report

General i | Schedule Automatic: Fepart I
Start Date: [11,29/2002 = Stop Date: |11,29/2002 =
Start Tirne: ID Stop Time: |24DD
i Apply Start Time To Start Date, Stop Time To Stop Date
i Apply Start/Stop Time Ta Each Day
v Sort Events By Time/Date
Specie_:l Fieport [ Elevator Floor Select Fleport
Sizlpetione [ Time And Attendance Report
[ Mumber OF Uses Repart
Datatoh v Include Al Event Types
ata ta be
TACdEd o > ¥ Include Events From Al Devices [n Location Group
Excluded
HEMEE ¥ Include Events From All Card Halders
¥ Display Code C'ata

Previous | Mext | LCancel | 1]4 I Build Repart

----------- @ 0 Front Door
1: Back Droor
& 7 Easzt Side Door
B 3 \West Side Door

5[5 [F]. -
e +| g

11. Remove the checkmark from
Include Events from all Devices
by clicking on it once to receive a
list of all readers in the system.

To select a device (reader) to be
included Double click on the
location name and then double
right click on each device or click
on it once and press the space bar,
then click on OK.




History / All Card Holders

The default report includes All Events at All Readers, from All
Card Holders and displays their Code Data. To be more
selective with the report, remove the checkmark from one or all
of the selections to receive a breakdown of that selection.

Mew History Report

General H

; Schedule Automatic Repart ;

Start Date: [11/2a/2002 =]

Start Tirne: iD

&+ Apply Start Time To Stak Date, Stop Time To Stop Date
= Apply Start/Stop Time Ta Each Day

Stop Date: [11/23/2002 =
Stop Time: ;2400

>

v

¥ Sort Events By Time/Date

Specia_lF!epu:urt ™ Elevator Floor Select Fiepart
ime And Attendance Report

Selechions ™ Time And Attend =

I Mumber OFf Uses Report

¥ Include All Event Types
[ata to be
Ihcluded or ¥ Include Events From All Devices In Location Group
E xcluded

Include Events From All Card Holders

Dizplay Code D ata

Brevious l

Mest i LCance

1

DataBase

- Select Mames To List i

i ixxx

Select Mames To Include

Comparny:

12. Remove the checkmark from
Include Events from all Card
Holders by clicking on it once to
receive the Select Names to Include
screen.

Last Mame Sounds Like:

First/Last Name Sounds Like:
Enter a name here to search history
for a Card Holder by their First
and/or Last Name. If both are
entered the Search will return
results only if both names are
found.

Use these fields when searching
History for an individual Card
Holder that has been deleted from
the database and when using
archived History created with

By clicking on the Select Name to ? ﬂg;;‘:j;”; L WinDSX Version 2 and Lower.
List button you are taken to the Card | Difioe Phore 1 —
Holder Search Engine found on page 3| Office &
35. The results of what you search 4|vehicle 2] 13. Once the Card Holders searched for
for are displayed in this window. B|Parking Led are in the list, select the ones you want or
Select one or more or all of the Card E)Wehicle #1 | click on the Select All Names button and
Holders to be included in this report. click on OK.

Select All Mames [n List Clear Selectionz From List ok
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History / Print PreView

Hew History Report

General iR l Schedule Automatic Report i
Start Date: {11,29,2002 =l Stop Date:11,29,2002 =l
Start Timne: ;D Stop Time: ;2400
£ Apply Start Time To Start Date. Stop Time To Stop Date
€ Apply Start/Stop Time To Each Day
¥ Sort Events By Time/D ate E
: Elevator Floor Select R eport I
Special Report r P
Selections I Time And Attendance Fisport 14. 1c(“)nce :[ihel'rellzort }];as'})deel:;l
confligured Click on bul eport
™ Mumber Of Uses Report g p
below.
W |nclude vent Types T
¥ Include & Evert T
Data to be |
Included or v Include Events From Al Devices ln Location Group |
Excluded |
REMES ¥ | Include Events Fram All Card Holders {
¥ Display Code Data '

Previous i

Hest ]

LCancel ] ok i

Build Report i

History Report

FY

Select Frinter: {[§

Mumber OF Eu:upies:i-|

I Print Preview

Show Video |

in Owveride Yideo Retrieval In Seconds

121/2002 (113716 AM % alid Login

T21/20021171:3721 Ak 1|Parameter Load request  [kMain Office

12/11/2002|11:37:21 EM| 1 |Statting Full Parameter Loa|Main Office 15. Once the report has been
12/11/2002[11:37.22 &M | 2|Parameter Load request | South Branch configured, select print preview if
12M11/2002 [11:37.22 AW 2|Starting Full Parameter Loa | South Branch desired and click on the Print
121/20021171:3723 Ak 1|5lave Parameter Request |Lab 412 button shown below.
1217/2002117:37.23 AM 1|5lave Parameter Request |Supply Room

121/20021171:3723 Ak 2|5lave Parameter Request |Supply Rm In

127/2002117:37.23 AM 1|5lave Parameter Request |Shipping #2

121/20021171:3723 Ak 2|5lave Parameter Request |Rear Door In

127/2002117:37.23 AM 1|5lave Parameter Request |Front Door

121/20021171:3723 Ak 2|5lave Parameter Request [Frant Door In

1211/2002 (11:37.45 AM 1 [Alarm 1042 (0]

1271/2002 (17:38:07 AM 2 |Parameter Load SUCCESS | South Eranch

J?E1 AAOM2 11713807 Ak 1 [Parameter | nad S1ICTFSS M ain Cffime

-

LCancel ; Frrirt ;
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Digital Video Recorder — Video Retrieval - Alternately, from this screen you may
click on an alarm event. Then you can modify the pre and post alarm video playback
time in the Override Video Retrieval In Seconds box. The default amount of stored
video that should be retrieved is preset under the Camera/DVR setup for each camera.
(One half of the time entered is for pre-Alarm and one half is post-Alarm.) Then click

on Show Video to display associated video for this alarm.




Login

<—— Double Click on the
Workstation ICON
to start the program.

The Login Screen below is displayed when the program
is started. Enter your User Name and Password. The
Default User Name is master, the default Password is
master both entered in all lower case.

Y
Logn

Uzer Marme: Imagte[

Pazsword: |*****’1

Canizel | k.
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Workstation

The Workstation Program provides the user visibility and control of the system. Workstation
is where all activity is reported including alarms. Inputs, Outputs, Override Groups, and Maps
are viewed and controlled from here.

What item is selected determines which Icons in the Toolbar are active. On the
following pages, as different items are selected in the Selection Window you
will notice different Icons will become active and inactive.

WORKSTATION

File 1/0 Dverride  Location Operations  Customize  Help

il 1n the Workstation Program - Double Click on Local DataBase in the Location

- Selection Window to expand the menu and display the Locations defined in the
i system. Then double click on the location name to expand the control menu for
| that location.

back on.

outh Branch ..

) B U= | S

Click here to Log-Off and allow a different
operator to Login. While Logged off, events
are still being transferred to the PC but are
not shown on this workstation until logged

01/13/2003 B:24 PM

TCPAP OK &

¢ UOTIB)SHJIOAA

A A AL
System Date and Time Unresolved Alarm is a Sizine Handle
counter that displays the . g .
. . . number of alarms that is used to resize
Active Alarm is a counter that displays have been acknowledged and shape the
the number of alarms that are currently Workstation

active in the system. See Page 83,93.

by the operator but have
not been resolved.

TCP/IP OK indicates the TCP/IP protocol is
operational between the Comm Server program and the
Workstation program.

program. Click
on the diagonal
lines and push
and/or pull to
make it larger,
smaller, taller,
and/or wider.




Location Operations

What item is selected determines which Icons in the Toolbar are active. On the
following pages, as different items are selected in the Selection Window you
will notice different Icons will become active and inactive.

Double click on the Blue Header Bar
WORKSTATION to cause the Workstation screen to

Fil= /0 Ovemide Location Operations  Customize  Help alternate between full screen and a

2 minimized window
: ...... T .
m @ﬂ \é .\J:l gé? i (;-{R

»% Local Database €€ Doubl.e clif:k on Local Database to expgnd the ‘
ﬁ 1- Main Office Location list. Double click on the Location of choice
- Devices
il Inputs
il Outputs
g Overide Groups | With the location selected click on one of the items in the menu under
- Eﬂmeras the location or on Location Operations (next page) in the toolbar.
aps
% Operator Commert .I.j ;

. Dffice Door
&, Ciffice Mnor

" { The Last 100 Events display in this Window and
| cach Event is proceeded with the Date/Time.

W The Last 100 unique Alarms display in this

W Window.

0141342003 B:31 PM | ACTIVE Alarmz | 0 | UNRESOLVED Alarms | & | TCPAF DK g

Workstation

oo
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Card Holder Search

Enter full, partial or no names in one or both of the fields below and click on Search to
find all of the matches. Search alone will list all card holders alphabetically. The card
holder image displayed is of the person selected otherwise the first person in the list.
Use the arrow keys or mouse and scroll bar to move through the list.

Click on the field titles
First/Last Name is Like
to access the Full Card
Holder Search that is
outlined on Page 35.

Active Card Holder
Status is displayed in
Green. Red designates
De-Activated Card
Holders.

The AntiPassback
Status of In, Out or
Neutral is displayed
for the 4 possible
AniPassback zones.

i ' Mame Search ROSE, JENNIFER

First Mame |z Like:
I.Jen
Last Mame |z Like:

geam'l

DF's [ndTut

IFh:us
Ifi'-.ctive I H M N cel
st Uze: ENGIMEERING HORTH FROMNT DEIEII?\EIE;’BEIH 998
AME [wist.. | TRa.. | coMeany  \ | |
i0SE . JENMIFER Falze Falze
ROSE., KELLY Falze Falze
ROSE, TOMNY Falze Falze
SCHREIMER. BILL Falze Falze
SEAL, JIMM Falze Falze
SMITH, H. W/ [SMITTY]  False True J
SKMITH, HOWwARD Falze True ;I

The Last Card Use is Displayed Here. The
name of the door, the date, and the time is
displayed in this field for the last use.

Name — Last Name first — of the Card Holders returned in the search list.
Visitor — True / False — notates the Card Holder is a visitor or not.

Trace — True / False — indicates whether or not the Card Holder is set for
unique annunciation when they use their card.
Company — Displays which Card Holder Group the card holder is

assigned.

Enter a name or partial name in the First and/or Last Name fields and
then Click on Search to find the matches.

Guard Tour Note:

When Selecting a Card Holder or Guard to run a tour just click on the
Search button and it will automatically return a list of only those card
holders that have been designated as a Guard Tour Code.

UDF’s Button

when selected will
alternate the list
Window with a
display of the selected
card holder’s User
Defined Field Data.

In/Out Button when
selected will spawn a
new screen displaying
the Card Holders from
the list in a color
coded In/Out
annunciator Window.
In — Green

Out — Red




i s Mame Search ROSE, JENNIFER

Firzt Mame |z Like:
I.Jen

Last Wame |z Like:
IFh:us

In / Out Status

gEEﬂC'I

UDFs | In/Dut

Cancel \

Once you have performed
the Card Holder Search as
described on the previous
page to find the group of
card holders that you want
to monitor the In/Out
status of and Click on the

Last Uze: ENGIMEERING HORTH FROMT DOOR IZIE\-’SEI.H 593 (19:34:18 AM In/Out button
NAME [ wisl.. | TRa.. | COMPany | -]
JEMNMIFER Falze Falze D5x Biooess Systems
ROSE. KELLY Falze Falze DS ficcess Systems
ROSE, TOMNY Falze Falze D5 Access Systems
SCHREIMER. BILL Falze Falze D5 Access Systems
SEAL, JIM Falze Falze D5x Alocess Systems T,he Status Bar at the top
SMITH, H. W, [SMITTY)  False  True  D5X Abcess Systems displays the Last Card Use. The
SMITH, HOWARD False  Te  DSx Atcess Systems name of the door, the date, and

the time for the last use is

The Card Holders
from the name search
list are now displayed
in a Status Window
that updates once a
minute automatically.

Left click one time on
any cardholder to
refresh that persons
information.

Double left click on
any cardholder to
refresh the entire list.

Right click on a
cardholders name to
view that persons
UDF data.

. Loc:1 Dev: ENGINEERING NORTH FRONT DODR 0330

disnlaved in this field.

=10l x|

g FELTS, MICKEY
------- > GIBSON, RUSTY
 ROSE , JENNIFER
2 SMITH, HOWARD

@ BUTTERMORE, DEBBIE
@ DaVIS, TREVOR

@ GARZIS, DEBRA

@ HANSEN, PERRY

K@ HAROLD, G.A.

@ HawKING, TOM

@ HIGGINEOTHAM, BRENT
@ HOLZER, BART

@ HOLZER, GREG

@ JOHNSOM, BILL

i LEWwS, LACRECIA

@ MEADOWS, DALE

@ MONROE, JAN

@ MORRIS, KEVIN

@ NICHOLS, JIM

@ NORDMAN, JOEL

@ ROBEING, TONY

@ ROSE, KELLY

@ SEAL, JIM
@ SMITH, H. W [SMITTY)
&@YOUNG, RUSSEL

Right Arrow — Green = In

Left Arrow — Red = Out

JOB TITLE: Manager
SUPERWISOR: Bart Holzer
CaR TAG PRIMARY: 285-gz2

All Cardholders that are "In"
(green) are alphabetically
sorted to the top.

All Cardholders that are "Out"
are alphabetically sorted to
the bottom.

ion

Workstat
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Location Operations

Full Download can be selected once the Location is selected. Selecting Full
Download will cause a complete download of all data to the system field
controllers.

WORKSTATION

Filz

#89)

&= Local DataB ase
8 :=: |1 - hain Cff
o Devices
<Eﬂ |rpLts

----- B Owerride

Lol Carmers:

140 Oweride

SE Collect Events can be selected after choosing a dial-up Location. This causes the PC to call
the dial-up Location, retrieve all stored or buffered events from the Master Controllers
memory and then disconnect.

[Fizconmect

Eanrest
[CollechEvents

Mame Search
Antipazsback Forg
Guard Tour

Print System E=ceq

b aps
o Dperatm-t:mrcnr—:]-

Connection Summ

L o i e e I IO

Ml Name Search is the same as the Binocular Icon in the Toolbar at the top of the screen. The
Name Search allows a person or persons to be looked up by name.

Connect and Disconnect is used after selecting a dial-up modem
Location.

Connect is used to manually force an indefinite dial-up connection.
If Full Download, Devices, Inputs, Output, Override Groups, or
Maps are selected without first selecting Connect the connection
will be momentary.

Disconnect can be selected at anytime to end a communications
session with a dial-up Location. If you have performed a Connect
you must perform a Disconnect before the call to the dial-up
Location will end.

01132007 2 A0 Phd

| ACTIVE Mlarene | 00 L VIMEBESOISED Slarene | & | TCEAROF |

= UONIB)SHJIO AN

Antipassback Forgive can be executed by entering the Card or Code number that you desire
to reset the antipassback status to neutral. To forgive All Card Holders enter Zero 0. Once a
Card Holder is set to Neutral their In and Out status is determined on their next card use.
AntiPassback can be configured under Location in DataBase to automatically forgive all card
holders and set their status to neutral each day at midnight.

Guard Tour is where tours are selected, started, paused, resumed, canceled, and the Guards
are selected to run the tour.

The Print System Exceptions produces a report that lists all inputs and outputs that are in
alarm and/or manually overridden.

Connection Summary shows all locations and the communications port they are connected
to. This window also displays the download progress between the comm server PC and the
master field controller.




Devices

Devices display all card readers in the system. Readers listed with the red circle and slashes
are not online. Click on one of the readers and/or keypad in the window below and click the
right mouse button for the Device Command Menu.

WORKSTATION

File 1/0 Owemnmide Location Operations  Customize  Help

M é’? _@_J_%J_%J ﬂl . Reader to TZ instructs the reader to

follow it’s up to two possible time

% Local Datab ase v P — Zones
H 3 g 1eqdel o2

=6 émam Dfies Reader DISAELE '
Devices _
iy Inputs g":'p_e't';s Reader Disable instructs the reader to
evice Summary

L= Outputs o e shutdown and block all card reads
..... g, Overide Groups emary Lapaut Summary .
= - from that device, regardless of the
A Maps fncas Recal Bhnhl = person’s access level.
0 or O t Imane Recall DISABLE
= D[S QRS JMENEn :-l Irage Recall Back o TZ

J AR08 DRI e A DR TR T | ==

Properties display the full status for the field controller selected. This status
M includes AC power, back-up battery, and the state of all inputs and outputs on that
device along with the firmware version and amount of RAM in the panel

< | T

Device Summary displays the communication Poll Status of all controllers in the
system. The firmware revision and amount of RAM in each panel is also
displayed.

0141342003 5:53 PM

T T T L T Fd |

Memory Layout Summary displays the database entries and the amount of
panel memory each one requires. This table will also show the amount of events
the panels can buffer when communications to the Comm Server PC is offline.

Image Recall is where the card holders image is displayed in a positional window
when their card is used at a reader set for image recall. Each reader can be
programmed to perform Image Recall based on a time zone. The Recall can be
manually controlled with the use of the Image Recall: Enable, Disable, and
Back to TZ (schedule) commands.

Manual Image Recall is invoked by clicking on one of the card read events in
the upper event window.

To Remove the image display window select the Customize Menu at the top of
the screen and click on Image Recall Window or right click the image itself.

Workstation
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Inputs

Inputs have two Icons that represent their status. One Icon is displayed for the normal state and
the other for the abnormal state. This could be the door open and door closed icons. The Icons
will alternate and update automatically to reflect changes in status.

WORKSTATION
File 140 Overide Location Operations Customize  Help The Input Icons also have an armed status
34 (é? 1S indicator present in the lower left corner. No

S status box indicates the input is disarmed by
time zone or has no time zone assigned.

.......

L

Frant Door ecefir

Timezane The Status box is Green if the point is auto
ul :;”;::S bypassed. The Green box has a Dot in the
Elj;:'as ANl Tirne Zone center to indicate the point is manually

Operator Comment

Scheduled Override] bypassed.

Compress Group
Zoom

LiveVideo The Status box is Red if the point is armed via
Aeseedbides | Time Zone. The red box has a Dot in the center

Properties

SRR to indicate the point is manually armed.

Properties display the Location number, the Device number this inputs resides

on, and the input number. The Armed State is also indicated here.
01,/13/2003 319 PM L r T

2 WOIYBISHIO AN

Zoom displays the first Map this input is defined on. The input status can be
viewed and controlled from the Map.

Scheduled Overrides allows a start date and start time to be defined as to when
the input selected will be armed, bypassed, or set to time zone. A stop date and
stop time is also defined with the possibilities of Arm, Bypass, Time Zone as an
action.

Cameras displays the Camera Control Screen associated with this input. Control
includes Pan, Tilt, Zoom, Scan, and two programmable Functions.

Live Video to display live video from the camera associated with the alarm point.
Recorded Video to display recorded video from the camera associated with the
alarm point.

Bypass sets the input to manually disarmed state. The input will not follow its
normal time zone until commanded to do so.

Arm sets the input to a manually active state allowing it to report a faulted
condition as a priority alert.

Timezone sets the input to follow its preprogrammed time of day and day of
week schedule.

All Commands apply the command listed to all inputs displayed in this window.




Outputs

File 140

Outputs have two Icons to represent their status. One Icon is displayed for the Open state
and the other for the Secure state. The Icons will alternate and update automatically to
reflect changes in status.

) & e

% | | | The Output Icons also have a status

% Locsl Dalafiase indicator in the lower left corner. No status
=-f 1: Main Dfice % box indicates the output is open by time
- Devices Frant Door = zone or has no time zone assigned.
i Inputs _.pen
. Outputs Timezone . .
_____ B () enide Groups et heeess The Status box is Green and has a Dot in
W Cameras % é Al Secure the center to indicate the point is manually
b aps Lab 413 Supply | AllOpen or linked Opened.
----- Qperator Comment LI All Tirne Zote

Scheduled Overrig
Caomprezs Group

The Status box is Red if the point is

{1 .. Parameter Loz X 15
' R Secure (On) via Time Zone. The box has a

Zaarm . Y .
Live Video Dot in the cer}ter to indicate the point is
Recodedides | manually or linked Secured.

FProperties

Properties display the Location number, the Device number this output resides
on, and the output number. The On/Off State is also indicated here.

01/14/2003 3:33 &M

Zoom displays the first Map this output is defined on. The output status can be
viewed and controlled from the Map by clicking the right mouse button.

Scheduled Overrides allows a start date and start time to be defined as to when
the output selected will be Secured, Opened, or set to time zone. A stop date and
stop time is also defined with the possibilities of Secure, Open, and Time Zone.

Cameras displays the Camera Control Screen associated with this Output.
Control includes Pan, Tilt, Zoom, Scan, and two programmable Functions.
Live Video to display live video from the camera associated with the output.
Recorded Video to display recorded video from the camera associated with the
output.

Secure sets the output to a manually energized state. The output will not follow
its normal time zone until commanded to do so.

Open sets the output to a manually de-energized state thereby unlocking or
unsecuring the device being controlled. The output will not follow its normal time
zone until commanded to do so.

Timezone sets the output to follow it preprogrammed time of day and day of
week schedule.

All Commands apply the command listed to all outputs displayed in this window.

Workstation
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Override Groups / Comments

Override Groups allow inputs or outputs to be grouped together utilizing a single set of Icons to
show the summary status of all points in the group. This also allows for unitized control for all points
in the group. Inputs and Outputs cannot be in the same group.

< WONYBISHIOAA

WORKSTATION |

File 1/0 Overide Location Operation:  Customize  Help . )
: Click on the group of choice and
M E i @ @., | % % | ﬂ| click the right mouse button to
=g c Y display the command menu. Use

% Local DataBase - ) the All commands for group
=i 1: Main Office | o e Eenp control.

= Devices Perimeter .-’-'-.I Secue i

o Inputs Doorg indivi

B2 Outputs All Open For individual control select

B Overide Groups Al Time Zone expand group to view and have

e Cameras il individual status and control over

-l Maps HllEpEss all points in the group.

----- Operatar Comrment j Scheduled Overides i

0:07 A (13 . Parameter Load SUCCESSFLUL . Main Office ..

Compress the group is performed by selecting any point in the group, right
e clicking and selecting Compress. This reduces the group back to 1 summary Icon.

01142003 92725 AM . (2 . Parameter Load SUCCESSFUL . South Branch .

1 ]
01/14/20} Operator Comments can be used as a method of documenting daily events

manually, also known as an incident log. Comment can be made any time by
selecting Operator Comments from the menu.

Predefined comments can be selected from the drop down menu.

Free format comments can be used instead of or in addition to the selection box.

Operator Comment For Location |

Security ' az on Site ;I




Cameras

Camera control allows the operator to select a camera from a list or from a map and

view/control that camera directly from the WinDSX software. Control includes Pan, Tilt,
Zoom, Scan, and two programmable Functions. The system can be interfaced to any CCTV
switcher that accepts RS-232 ASCII commands or from any supported Digital Video Recorder.

Camera Control can be used in conjunction with Image Recall. The card holder presents their
card, which does not unlock the door but instead invokes Image Recall and their stored image
is displayed on screen. The Operator then looks at the live video from that doors camera and
determines if the stored image and the live video are of the same person. If so the operator can

then unlock the door.

WORKSTATION

File /0 Overide  Location Operations  Customize  Help

# <

Sl

% Local DataBase -
=B 1: Main Office

L Devices
i Inputs
i Outputs
B Overide Groups
.Mk Cameras

Maps
7% Operator Commment LI

Sl

Front Dioor

01./14/2003 3:48 Ak

| ACTIVE Alarms | 0 RESOLWED Akl -

in the system.

Previous and Next select other cameras defined

Arrow Up, Down, Left, and Right buttons are
the Pan and Tilt controls.

The Output that is assigned to the Camera is
displayed here. Right click on the Output listed
for the standard Output Control Menu.

West Perimeter Camera [1)

F‘le\riousl et | Scan |

ol or |

Zoom In |
Zoom Dut |

=

Back Door Lock

Exit

Workstation
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Maps

Maps allow graphic files to be displayed that can vary from blue-print type floor layout
drawings to photos taken with a digital camera. Inputs, Outputs, and Override Groups are
placed on the Maps, viewed, and controlled with their Icon. Input and Output Status is Live on
the Maps. Maps can be configured to automatically display upon designated input alarms.
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File /U0 Uwemnde  Locahon Uperation: Lustormize  Help

#|Q| &| |02

% Local DataB aze =
— E 1 : Main Office

- Devices

i Inputs

Iy Outputs

v Overide Groups
- EEe Cameras

g aps Click on the Map Icon above to display that map.
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b ain Building

ard instructions for an input point alarm.
tinput: TZ.. Front Door ..
Al Front C
tmput BPA Front Door ..
o Detected on port 4001 .

Select the Icon on the map that you wish to control and click the right
mouse button for the command menu.

Timezone
Al &rmed
Al Bypazs

. o Al Time Zone
OMELC 2 .
COMEUTER ' Scheduled Overides

2 OONM
EOOM Compress Group
Zoom
r I_.,_=_=—.—. Gl ]

Live Video
Recorded Yideo

Properties

ENGINEERING SOUTH

To Close right click anywhere on the Map there is not an Icon and the
Map will close.




Alarms

Alarms are selected by clicking on them from the Workstations scrolling Alarm Window. The alarm
is then shown here along with optional Action Message (response plan) to instruct you on what steps
to take as a result of the alarm.

Alarm  Front Door 1 : Main Office

Event Occurred I'I 2/30/2002 3:33:43 AM

Time Since Event: IEI bz 1 mine 49 secs

Action Meszage:

ERERs | s

IThis iz a zample meszage of quard instructions far an input paint alarm. ;I Frant Doar [1:0:7]
Cancel to Acknowledge and silence the alarm. Maps Resnlve
Display Map to show the map associated with the alarm point. [ @

Recorded to show the Stored Video associated with the alarm nt |

point. H Recorded Live
Live to display live video from the camera associated with the :[ &L

alarm point. N -
Resolve to clear the alarm usually after the comments have been Cancel
entered.

Operator Comments — predefined from the drop down menu and = x
free-format from the larger box.

WORKSTATION

File 140 Owermde  Location Dperations

#< © |0)

Irmage Recall findaw
Local DataBiase s Togale 140 List Mode

= . - . B P T

Event Text Size allows the user to change the size of the event text in both the
Alarm and Event scrolling windows.

Alarm PopUp Window allows alarms to activate a popup window that announces
the alarm regardless of what program you are in and gives you the option to go to
workstation and acknowledge the alarm or to ignore it.

Image Recall Window globally enables or disables the displaying of the card
holders stored image. The Image Recall selection is also toggled (selected) to clear
the image display window.

Workstation

Toggle 1/0 List Mode Selecting this changes the Icon view of Inputs and Outputs to
a list view that allows for more points to be viewed in the same amount of space.
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Message Definitions

Following is an alphabetized list of System Messages that will appear in the Alarm and Event windows of the Workstation program.

| Workstation Messages

| Message Description |

AC power is HI

AC power is OK

AC power loss

AC power restored

Access Denied Anti-Passback
Access Denied Card + PIN
Access Denied Code
Access Denied Code Timer
Access Denied Facility
Access Denied Level
Access Denied Parity Error
Access Denied PIN Only
Access Denied TZ

Access Denied: MAX reader BITS

Access Granted

Access Granted *Passback Violat

Action Message

Alarm

Alarm Acknowledge

Alarm Resolution
Anti-passback Forgive
Attempting Connection
Available Disk Space is low
Bad card read

Bad DATE in Log

Battery is Low

Battery is OK

Broadcast Download Complete
Call In From undefined Location
Code ACTIVATE

Code DEACTIVATE

Comm Server Exit

Comm Server Startup
Consecutive DENIED Exceeded
Device Comm. Loss

Device Comm. Restoral
Device NOT reporting

Door Open too long

Download Checksum Discrepancy

Exit Request

Generic Messages
Guard Tour Canceled
Guard Tour Exception
Guard Tour Initiated
Guard Tour Paused

94

The AC Power at the field controllers is too high and should be corrected.

The AC Power at the field controllers has returned to normal.

The AC Power at the field controllers has been lost or is running too low.

The AC Power has returned to normal.

A card has been used at an In or Out reader more than once in a row.

A card was used followed by an incorrect PIN number at the Keypad.

A card that is not valid at any reader. Check code, status, and access level.

A card was used at a reader more than what is allowed. Timed Anti-Pass Back.
A card was used with a facility code that is not known or allowed at a reader.

A card was used at a reader that it is not allowed.

An error was received by use of an invalid card or card was swiped backwards.
An invalid or unknown PIN was used at a Reader/Keypad in Keypad only mode.
A card was used at a reader outside the time-day/day-week schedule allowed.
An invalid or non-programmed card format was used at a reader.

A valid card/code was used at a Reader/Keypad controlled entry point (door).
Access was granted but there was a Soft Anti-passback violation.

An Action Message is a predefined response plan for the operator to follow.
Alarm is followed by where or what caused the alarm to occur.

An alarm has been acknowledged and silenced by an operator.

An alarm has been resolved and cleared with the cause documented.

Indicates that one or all card holders have had their status set to neutral.

The Comm Server is initiating a dial-up communication link.

Free hard disk space on the resource where history is written is critically low.
A card read was received with a different number of data bits than expected.

A field controller has sent an illegal or out of range date.

A field controller has detected and reported a low battery. Call for Service.

A field controller had a low battery that has now restored to normal.

The download of data to all field controllers is complete.

A Master Controller has been addressed as a Location that is not defined.

The system has turned on a card or PIN by the activation date set in database.
The system has turned off a card or PIN by the de-activation date set.

The Comm Server program has been exited which halts all communication.
The Comm Server program (cs.exe) has been started.

The number of consecutive access denieds has caused a reader to lock out.
Communications has been lost to a slave field controller. Call for Service.
Communication has been regained to a slave field controller.

A field controller is not reporting to the system.

The reader/keypad controlled door has been held open to the point it is in alarm.
The field controller's download does not match what it should have.

A request for exit was made at a reader controlled door.

No information listed.

A Guard Tour in progress was canceled by an operator in Workstation (ws.exe).
A Guard was late to check in to one of the Tour Stations.

A Guard Tour was started by an operator in the Workstation program (ws.exe).
A Guard Tour in progress was paused by an operator in Workstation (ws.exe)



Message Definitions

Guard Tour Restarted

Input ABNORMAL

Input NORMAL

Insufficient memory at remote
Location Communication Loss

Location Communication Restoral

Location Password Failed

Log Report Request from Location

Memory Stack OverFlow !!!
Message RETRY

Modem Hang Up ERROR
Open (tz)

Operator Comment

Operator Comment Text

Opr set Device: Disabled

Opr set Device: TZ

Opr set input: ALL ARM

Opr set input: ALL BYPASS
Opr set input: ALL TZ

Opr set input: ARM

Opr set input: BYPASS

Opr set input: TZ

Opr set output: ACCESS

Opr set output: ALL OPEN
Opr set output: ALL SECURE
Opr set output: ALL Time Zone
Opr set output: OPEN

Opr set output: SECURE

Opr set output: TZ

Parameter Load request
Parameter Load SUCCESSFUL
Phone connection failure
Remote Event Log OVERFLOW
Restoral

Secure (tz)

Serial Port FAILURE

Slave Checksum Discrepancy
Slave Download Complete
Slave Parameter Request
Starting Full Parameter Load
Starting Incremental Update
System operations

Trouble Restoral

Trouble: Circuit Open
Trouble: Circuit Shorted

TZ change .. overridden
Unknown Event Type

The Guard Tour was restarted by an operator in Workstation.

An input has become faulted. (door open)

An input has returned to normal. (door shut)

The field controller does not have enough memory to hold the data being sent.
The system has lost communication the master field controller. Call for Service
The master field controller has regained communication.

A dial-up modem location has a password different than the system software.
The controllers memory is full and is requesting the PC to take a stored event.
The panels processor stack has overflowed. Call for Service.

There has been a disruption in communication and the system is trying again.
The modem disconnected abnormally.

The door unlocked via its preprogrammed door schedule.

The operator has selected/entered message as to the occurrence of an alarm.
The comment selected or entered by the operator follows this header.

A reader and/or keypad was manually disabled by the operator.

A reader and/or keypad was manually set to follow it time zone (schedule).
The operator manually armed all alarm points in the system.

The operator manually bypassed or disarmed all alarm points in the system.
The operator set all alarm point to follow their time zones (schedules).

The operator manually armed the alarm point selected.

The operator manually disarmed the alarm point selected.

The operator set the alarm point to follow its time zone (schedule).

The operator manually unlocked the door for the normal unlock time.

The operator manually unlocked all doors and opened all outputs in the system.
The operator manually locked all doors and secured all outputs.

The operator manually set all doors to follow their time zone (schedule).

The operator manually unlocked the door or set the selected output open.

The operator manually locked the door or set the selected output secure.

The operator set the door back to its time zone (schedule).

The Master Controller has been reset and is requesting a download from the PC
The Master Controller has successfully received a download.

There has been a phone connection lost to a dial-up modem site.

The panel has stored events offline to the point the oldest are being overwritten.
This is the inverse of alarm. The condition has returned to normal.

The output has secured by time zone (schedule).

The serial communications port of the PC has failed. Call for Service.

A slave controller’'s download is not complete or correct.

A slave controller has received a full download and the download is finished.
A slave controller has been reset and is requesting a download.

A full download is being initiated from the PC to the master field controller.

A download of the changes made to the database starting from PC to master.
Midnight routine that activates and de-activates cards and performs backups.
An input point with a circuit fault has returned to normal.

An input point has detected an open circuit. Call for Service.

An input point has detected a short circuit. Call for Service.

An input or output was set manually when a time zone (schedule) tried to start.
No definition.
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